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Abstract

This research provides a set of methodologies for detecting hidden behaviours of scenario-

based specifications based on Message Sequence Charts (MSCs).

The main issue that the thesis is centered around is the emergent behaviours that

can arise when the behaviour model of a system with multiple components is synthesized

from its scenario-based specification. These unexpected behaviours can arise due to two

separate effects. On one hand, due to the scenario-based specification and regardless of

how behaviour models are developed, the synthesized behaviour model might introduce

unexpected behaviours for the system. These unexpected behaviours are called emergent

scenarios. On the other hand, depending on the assumptions and the technique used in

the synthesis process, emergent behaviours might arise in the behaviour models of the

components.

In detecting emergent scenarios, we deal with a problem where any component-wise

distributed implementation of a system presents such behaviours for the system that do

not appear in its scenario-based specification while the behaviours of components are in

accordance to the specification. The thesis has some contributions in this part. First,

the concept of stuck states is introduced, which not only covers the system deadlocks,

but also addresses deadlocks for the system components. As a result, a new notion of

realizability called strong safe realizability will be introduced for scenario-based specifi-

cations, which captures more hidden behaviours for them than the previously reported

realizability notions. Second, we have developed an algorithm for checking realizability

problems of MSC specifications in asynchronous setting. Third, it will be shown that

two seemingly separate phenomena, namely, emergent scenarios as a system level artifact

and emergent behaviours for the system components are both caused by the same local

property developed in the behaviour of system’s components.
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While the main tendency in the thesis is to detect emergent behaviours, a new ap-

proach will also be presented for synthesizing behaviour models from scenarios whose

advantage is in reducing the intervention of the domain expert in the synthesis process

and also in producing consistent outputs when it is applied by different domain experts

to the same application domain.
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Chapter 1

INTRODUCTION

1.1 Motiviation

One frequent problem that requirements engineers are faced during system development is

that stakeholders may have difficulties in expressing goals, properties, and requirements in

abstract [1, 2]. This is particularly a problem in software development where uncertainties

about software goals, functionalities, and properties increase significantly due to a wide

range of different factors such as human interaction, compatible platforms and hardware,

market competition, and so on.

One of the effective approaches for software and system development is to let the

stakeholders start with describing system dynamics using scenarios. Typical scenarios of

using the hypothetical system are sometimes easier to be grasped in the first place than

some goals that can be made explicit only after deeper understanding of the system has

been gained.

A scenario is a temporal sequence of interaction events among different processes,

agents, or components. Scenarios describe how system components, the environment

and users work concurrently and interact in order to provide system level functionality.

Their simplicity and intuitive graphical representation facilitates stakeholder involvement

and makes them popular for conveying and documenting requirements. Each scenario is

only a partial description of system requirements, which, when combined with all other

scenarios contributes to the overall system description.

Scenarios can be used for a wide variety of purposes in the requirements engineering

life cycle such as eliciting requirements and generating acceptance test cases. They also
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can be used easily by multiple stakeholders with different background to build a shared

view. However, while scenarios are widely used, their use is mostly without a precise

and formal semantics [3, 4, 5]. Consequently, tools such as Rational Rose ([6]) are often

used for syntactic consistency checks. Nevertheless, recently there also has been work on

providing precise semantics to scenario-based specifications([7, 8, 9, 10]) and developing

semantic analysis tools [11, 12, 13].

Although very expressive, scenario-based specifications are prone to subtle errors

centered around two main drawbacks with respect to analysis and validation i.e. in-

completeness and partial description. In order to mitigate these problems, reliable de-

velopment techniques and support for system behaviour analysis seems to be essential

for scenario-based software development. This is particularly true for distributed sys-

tems comprising of multiple autonomous components or processes such as PCs, ATM

machines, network applications, operating systems, and more importantly where subtle

errors in the specification might cause life threatening errors in the final product [14].

Consequently, complementary techniques such as behaviour modeling as well as syntax

and semantics analysis tools that mitigate those weaknesses brings more reliability to

the scenario-based development paradigm. Specifically, our main concerns for the work

in this thesis are the following.

1. Similar to test cases, scenarios are also partial descriptions of system’s behaviour.

This results in completeness and coverage problem, which makes it difficult to

verify the absence of errors such as incompleteness with respect to the system

requirements [15] or conflicts among requirements[16].

2. Scenarios are only instances of system’s behaviour and so, they need to be properly

combined in order to have a full description of system’s behaviour.

3. As safety and liveness properties are implicit in a program trace, scenarios are
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not an expressive language for the required properties about the intended system.

These properties finally need to be made explicit in order to support analysis and

implementation.

Issue 1 implies that it is not realistic if we assume that in the first draft stakeholders

come up with a set of scenarios that cover all possible system behaviours. In fact, exist-

ing analysis techniques developed under the assumption of complete (or even relatively

complete) specifications cannot tackle the partial nature of scenario-based specifications.

In particular, overlooked functionalities and emergent behaviours are inherent to the par-

tial nature of scenarios, which if not detected, can result in unexpected behaviours and

costly errors later on in the run time. In this regard, this thesis includes methodologies

for detecting emergent behaviours resulted from scenario-based specifications.

Issues 2 and 3 are respectively concerned with the instance-based nature of scenarios

and that high-level requirements are not explicitly represented. For instance, for an ATM

a requirement such as “every card inserted shall be returned unless the password entered

remains invalid after three attempts” cannot be explicitly expressed using system traces

expressed in scenarios. In this sense, scenarios will not be requirements, even though

they frequently appear in preliminary material for requirements elicitation - much the

same way as examples of input-output pairs are not specifications of a program and

program traces do not describe an algorithm. To address issue 2, this thesis includes

a new approach for synthesizing system’s behaviour models from instance scenarios.

The approach benefits from generalizing instance behaviours in scenarios and timing

abstraction. In addition to addressing issue 2, generalization and timing abstraction help

in mitigating issue 3 because they serve as an inference mechanism by which high level

requirements and system properties will be highlighted in behaviour models.
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1.2 Scenario Language

One of the most widespread approaches for documenting scenarios is using Message Se-

quence Charts (MSCs) [8] (or UML sequence diagrams [17]). In sequence charts, vertical

lines called components, instances, or processes are used to describe the entities that

participate in the scenario (see Figure 2.2 in Chapter 2). Components can be used to

represent various kinds of entities such as actors, agents or objects. Interactions between

components are shown by horizontal arrows called messages. The source of a message

indicates which component initiates the interaction. Messages labels are normally con-

sidered to define the type of interaction, thus having the same sending and receiving

components throughout all scenarios. The points on components where an arrow starts

from and finishes are called send and receive events. An event can be considered the

phenomenon observed by a component because of an interaction. A sequence chart is

interpreted time-wise in a top-down fashion; an event on a component occurs before all

other events of the same component that appear below it. In addition, the direction of

messages also provides information on the order in which events occur; a receive-event

must never occur before its corresponding send- event. For this reason, as a convention,

messages are required to be drawn horizontally or with a downward slope. These as-

sumptions on how time is represented in sequence charts determine a partial ordering of

events [8].

1.3 Behaviour Models

A scenario language such as MSC notation describes both system executions and system

components. It describes the system components that are involved in providing the

intended system behaviour and the messages they are capable of sending and receiving.

However, each scenario is like a window where only a part of interaction between system

4



components is visible. Consequently, in order to have the behaviour of each component

separately from other components, we need a mechanism to represent the behaviour of

each component as a single entity. This is where behaviour models help by providing

a single model for each component. The joint behaviour of all components in terms of

concurrent execution of their behaviour models represents the system model.

State machines are one of the popular behaviour modeling languages that is also

adopted by the UML framework for software development [17]. State machines with

various syntax, semantics, and extensions such as Statecharts [18], and RSML [19], have

been extensively used for rigorous analysis and mechanical verification of systems prop-

erties. However, in this thesis we restrict ourselves to basic state machines defined by a

set of states, initial and final states, and the transition relation [20]. We also use Labeled

Transitions Systems (LTSs) to model systems with infinite executions. For our purpose,

state machines and LTSs are similar except that having accepting states in LTSs is op-

tional. This relaxation in having accepting states makes it possible to have infinite runs

in LTSs in order to model reactive systems with infinite executions. We use a state ma-

chine or LTS to model each component and use transitions labels to model the messages

components send or receive. We also use concurrent execution of multiple state machines

(LTSs) as the system model and call it a distributed implementation for the system.

Chapter 3 presents our approach for synthesizing component’s behaviour models from

scenario-based specifications.

1.4 Emergent Scenarios

The term implied scenarios is initially coined in [21] to name any behaviour that is exe-

cuted by every distributed implementation of an MSC specification while that behaviour

is not explicitly specified in the specification. However, for two reasons, we decided to use
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emergent behaviours instead of implied scenarios. First, as it will be shown in Chapter

6, due to our extended definition of deadlocks for scenario specifications, a new class

of unspecified behaviours might happen for MSC specifications where the underlaying

definition of implied scenarios does not cover them. Second, in this thesis we will be

dealing with both the system and the component behaviours. As a result, possible new

behaviours for the components that are not specified by scenarios would be important

as they can provide useful feedbacks for correcting the specifications. This unspecified

behaviours for components are not also covered by the definition of implied scenarios.

Two types of emergent behaviours will be studied in this thesis: i) emergent be-

haviours for components; ii) emergent behaviours for the system, which are also called

emergent scenarios. In the component level, emergent behaviours happen because of the

generalization mechanism by which state machine models are inferred from example sce-

narios. These extra behaviours are not inherent to the specification and depend solely on

the assumptions and the generalization technique used in the synthesis approach. This

is the reason that they have been referred to in the literature as a side effect of gen-

eralization called overgeneralization [22]. It should be noted that emergent behaviours

for components are not necessary unwanted behaviours. Sometimes they may be just

considered as unexpected situations due to specification incompleteness.

In Chapter 4, we present a set of criteria for detecting emergent behaviours for com-

ponents.

On the other hand, system level emergent behaviours (or emergent scenarios) are

inherent to the specification and regardless of the synthesis approach, they exist in any

distributed implementation of the specification. Such emergent scenarios arise because

the intended behaviours in different scenarios can combine in unexpected ways when

each component has only its own local view in the scenarios. Analogous to emergent

behaviours for components, emergent scenarios are not always considered unwanted be-
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haviours. Instead, they might represent an underspecification that need to be detected

and fixed.

Chapters 5 and 6 present our approach for detecting emergent scenarios. While some

works (e.g. [23]) detect emergent scenarios (in fact, all previous works only detect im-

plied scenarios because they assume a different definition of deadlocks for scenario-based

specifications) by building and then comparing behaviour models with the specification,

one of the advantages of our work is in the use of a set of criteria defined directly on

scenarios for detecting emergent scenarios. By so doing, we can refrain from the burden

and the complexity of building system behaviour models. Furthermore, by checking the

criteria on the specification, our approach is more effective when it comes to track the

cause of emergent scenarios back to the specification and effectively correct the problem.

A closely related concept to emergent scenarios that will be addressed in Chapters 5

and 6 is realizability of MSC specifications [21, 24, 25, 26, 27]. A realization or a distrib-

uted implementation of an MSC specification for a system with multiple components is

defined as the concurrent execution of the behaviour models of the components. If there

exists such a realization whatsoever that is deadlock free and shows exactly the behav-

iours specified by the specification, it is said that the specification is safely realizable. If

on the other hand, there is no such a realization, there would be some emergent scenarios

that are not part of the specification but part of the behaviour of any distributed imple-

mentation covering the specification. Thus, safe realizability and emergent scenarios are

so defined that existence of one is an indication for the absence of the other.

1.5 A General Overview of Work

The main objective of this research is to develop methodologies for ameliorating some of

the shortcomings of scenario-based specifications. The thesis is presented in two main
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parts. Part I includes Chapters 3 and 4 and studies scenario-based specifications in

the component level where a set of techniques will be presented for inferring emergent

behaviours for the components of a system from its scenarios-based specification. This

part includes a domain theory for the purpose of synthesizing behaviour models from

scenarios given in MSC notation; a new approach for synthesizing behaviour models from

scenarios; and a set of criteria to be checked for emergent behaviours of the components.

Part II includes Chapters 5, 6, and 7 and studies scenario-based specifications in the

system level where with no emergent behaviour allowed for the components, scenario-

based specification are analyzed for detecting possible emergent scenarios for the system.

This part involves a new notion of realizability for MSC specifications and an algorithm

for detecting emergent scenarios.

The benefits of our work can be better envisaged in a traditional software development

framework. Figure 1.1 sketches such a framework in which the results of this thesis can

be applied. The gray parts show the contributions of the thesis. The framework begins

with synthesizing behaviour models of components from a preliminary set of scenarios

given as the initial approximation of the system behaviour. This is indicated by lines 1

to 5 in the figure. Then, the result of behaviour modeling (e.g. feedbacks from emergent

behaviours for components) can be used to correct the set of scenarios (lines 6 to 8).

Also, we can have an analysis phase in the system level in which any mismatch between

the specification and its component-wise distributed implementation will be found and

possible emergent scenarios are detected (lines 10 to 13). After being detected, these

emergent scenarios also provide another feedback for correcting the set of scenarios (line

8). The process of behaviour modeling and analysis can continue until a satisfiable

specification is obtained.
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Figure 1.1: A framework for scenario-based software development in which the results of
the thesis can be applied.

1.6 Application in Software Engineering

Let’s demonstrate the contributions of the thesis using Figure 1.1. We start with the

construction in the figure where for each component i of system, a domain theory Di is

built from a preliminary set of scenarios M (lines 1, 2, and 3). A domain theory direc-

tor guides the domain expert to effectively build the domain theory. The domain theory

Di and the set of scenarios M provide the required inputs for behaviour modeling

(lines 4 and 5). Then, component’s behaviour in the behaviour model can be analyzed

for any deviation (emergent behaviours) from the scenario set M (line 6), and then, the

set of scenarios M will be modified based on the result of this comparison (lines 7 and 8).

Furthermore, at the same time a scenario-based specification S (explained in Sections

9



1.6.1 and 1.6.3) will be constructed by the domain expert (line 9).

Then, the specification S can be checked for realizability (line 10) to see whether

there exists a distributed implementation that shows exactly the behaviours specified in

S. If there exists such a realization, we can stop and S could be the final specification. If

on the other hand, there is no such a realization, there would be some emergent scenarios

that are not part of S but part of all implementations of S. These emergent scenarios

are validated against system’s properties and goals to provide the required feedback for

correcting the specification (lines 11, 12, and 13).

The construction-realization-validation process can be applied to all components of

the system until either there is no change in the specification when we switch from one

component to another or the domain expert decides to stop the process.

1.6.1 The set of Scenarios M

The first approximation of system specification is given by a preliminary set of scenarios

M (which for our purpose, it is given as Message Sequence Charts (MSCs). Later, by the

feedbacks received from the construction and the realization phases, M will be corrected

by the domain expert and a scenario-based specification will be constructed.

We distinguish between the set of scenarios M and the scenario-based specification

S, since the latter can include high-level Message Sequence Charts - a graph that allows

for the combination of MSCs in sequential, alternative, and iteration forms [8] (high-level

Message Sequence Charts are formally defined in Chapter 5).

1.6.2 The Domain Theory

The domain theory is a set that its members are selected pairs of messages that a com-

ponent sends or receives in M . These pairs of messages have a special relation to each

other called semantical causality (see Chapter 3). A message b is a semantical cause
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for message c, if the component keeps the result of the operation of message b in order to

perform message c. As an example, for an ATM, the insert card is a semantical cause for

the eject card because the ATM must keep the card inserted in order to eject the card.

Since semantical causality captures dependency of one message on other messages, it

will be an invariant property for a system. Having the domain theory based on system’s

invariants makes it reusable and consistent among different domain experts since system’s

invariants are inherent system properties and independent of the system expert.

Contribution of the thesis: A domain theory in the form of a set of selected pairs of

messages with semantical causality relation (Chapter 3).

1.6.3 Construction

The construction is where behaviour models and scenario-based specifications are con-

structed from the set of scenarios M . It consists of the domain theory director and

the behaviour modeling.

Domain Theory Director

The purpose of the domain theory director (see Chapter 3) is to make the construction

of the domain theory easier for the domain expert. For a given component, the domain

theory director guides the domain expert to focus on selected pairs of messages from all

the messages in M and find the semantical causality relation between them. These pairs

of messages are selected based on the requirements of behaviour modeling.

Contribution of the thesis: A method that from a pool of messages exchanged between

system’s components in scenarios, selects only pairs that are effective for behaviour mod-

eling and queries the domain expert about the semantical causality relation between them

(Chapter 3).
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Behaviour Modeling

Generally, synthesis of behaviour models from scenarios needs a proper generalization

technique while avoiding overgeneralization. Like related works [22, 28, 29], for general-

ization we detect identical states of components in different scenarios (though with our

own technique that would be explained in Chapter 3). However, unlike other approaches,

after detection, identical states are conditionally merged in order to avoid overgeneral-

ization.

The condition for merging identical states will be defined in Chapter 4, which is a

local property developed by the behaviour of system’s components. Then, in Chapter 5

we will show that this is the same local property that explains realizability problems for

scenario-based specifications. This result is notable in that it bridges between Part I and

Part II of the thesis as two research areas that so far have been studied separately i.e. the

problem of emergent behaviours for the system components (Part I) and the realizability

problem that studies implied scenarios in the system level (Part II).

For identical states detection, based on the domain theory that is already constructed

from the set of scenarios M , we use some of the messages that a component has already

sent or received in a scenario to assign a state value to the current state of the component.

Then, identical states of the component in different scenarios will be defined as the states

with the same state values. The exact definition of state value will be given in Chapter

3. However, roughly speaking, for a given scenario the state value of a component is the

ordered sequence of those messages that have occurred before its current state and are

semantical causes of some messages that will happen after its current state.

Having states labeled with state values resembles guarded transitions in state machine

requirements specification languages [19]. This fact can be utilized to infer declarative

requirements [30] from scenarios in a state machine representation, which is shown in

Fig. 1.1 as behaviour models encompassing high-level requirements (line 14). While in
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the current practice, synthesizing behaviour models from scenarios results in unguarded

transitions in the state machines, our behaviour modeling technique is able to abstract

the timing between messages away and infer guarded transitions in the output state ma-

chines. The difference between state machines with unguarded transitions with those that

have guarded transitions is that while the former can only show instances of the system

behaviour, the latter also encompasses system’s requirements in terms of if [condition]

then [action].

Contributions of the thesis: A new approach for synthesizing state machine behaviour

models from scenarios (see Chapters 3 and 4).

Scenario-Based Specification

This is where the set of scenarios M (represented by Message Sequence Charts) has

undergone the necessary changes and corrections and possibly structured into a high-

level Message Sequence Chart (see Chapter 5). HMSCs break the preliminary scenarios

into smaller and manageable parts such that their sequential, alternative, and iterative

composition covers the system behaviour. While it is not covered by our current work,

one direction for future work is to use the result of behaviour modeling (since behaviour

models are derived from MSCs and are augmented with the domain knowledge) for

developing automated techniques for refactoring MSCs into hMSCs.

1.6.4 Realization

After the scenario-based specification S will be ready, it can be checked to see whether

or not it is realizable. Specifically, strong safe realizability can be checked for the speci-

fication. Strong safe realizability is a new realizability concept introduced in this thesis

in Chapter 6, which when holds, it implies safe realizability (the previous concept of

realizability that is initially coined in [21]). Succinctly, strong safe realizability checks

for possible emergent scenarios that are not explicitly specified in the specification but
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can be inferred from it (see Chapters 5 and 6).

Possible emergent scenarios that are detected as the result of realizability analysis

are used to enrich the original set of scenarios or otherwise provide the required feedback

for correcting the specification. Although, this is not shown in Fig. 1.1, one of the

advantages of our realizability analysis is in providing precise information regarding the

location of the cause of emergent scenarios in terms of the scenario, the component, and

the place in the communication history of the component where an emergent scenario is

developed (see Chapter 7 for details).

Contributions of the thesis: A new notion of realizability for MSC specifications called

strong safe realizability, and an algorithm that given an MSC specification checks whether

it is safely realizable or not (see Chapters 5 and 6).

1.6.5 Validation

The validation phase can be performed by the domain expert who looks at an emergent

scenario and decides whether to accept it and enrich the set of scenarios, or reject it and

correct the set of scenarios such that the unwanted behaviour does not happen anymore.

By localizing the cause of emergent scenarios in realizability analysis, the domain expert

can specify the exact place in the scenario set where a correction is needed (see Chapter

7).

1.7 Contributions

This thesis is based on and extends several publications including [31, 32, 33, 34, 35, 36,

37], whose contributions can be summarized as:

• Domain knowledge is formalized in terms of a light domain theory that is based

on invariant properties of software and systems. This contributes to the reusability
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and the consistency of the domain theory (human factors are reduced)

• A new approach for synthesizing state machines behaviour models from scenarios

• A realizability model that extends safe realizability and captures more emergent

behaviours and pitfalls for MSC specifications

• An algorithm is developed for checking safe realizability of MSC specifications in

the presence of hMSCs and in asynchronous setting (we are not aware of another

method for this problem)

• A question regarding the criteria under which MSC specifications can be imple-

mented without deadlocks and emergent scenarios is answered

• Emergent scenarios (including implied scenarios) and overgeneralization (emergent

behaviours of components) have been both localized in the behaviour of individual

components

1.8 Thesis Outline

In this thesis, we present a set of methodologies for inferring emergent behaviours of

scenario-based specifications. In Chapter 2, we discuss some background work on scenario-

based specifications in general and sequence chart notations in particular. Part I of the

thesis involves Chapters 3 and 4 and presents our method for inferring emergent behav-

iours of components through behaviour modeling. It consists of our approach for building

the domain theory and inference of identical states (Chapter 3), as well as the criteria

for merging identical states (Chapter 4).

Part II of the thesis involves Chapters 5, 6, and 7, and it is concerned with a problem

different than Part I, that is, while no emergent behaviour is assumed for individual com-

ponents of a system, we will see how emergent behaviours are possible for the system.

15



Chapter 5 discusses safe realizability and implied scenarios and also involves our method

for verifying safe realizability and detecting implied scenarios. Moreover, the question

regarding the criteria under which MSC specifications can be implemented without dead-

locks and implied scenarios will be answered in this chapter.

Chapter 6 involves our extension of safe realizability and implied scenarios, namely,

strong safe realizability and emergent scenarios. Also, Chapter 7 includes an intuitive

example to illustrate the results of Chapter 5. Finally, Chapter 8 provides conclusions

and possible extensions for the thesis.
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Chapter 2

RELATED WORK

In this chapter, we give an account of the related work on scenario-based specifications

in general and focus in more detail on issues that are related to sequence chart notations

as these are extensively used in this thesis.

2.1 Scenarios

Scenarios are becoming an increasingly popular means for describing system behaviour. A

scenario is a narrative description of how users, system components and the environment

interact for the completion of a certain goal. Scenarios are stories, and as such, they

are an effective means of facilitating communication among people. They are used in

a variety of different settings that range from requirements engineering (e.g. [12]) and

formal specifications (e.g. [10]) to code synthesis (e.g. [38]) and test case specification

and generation (e.g. [39]). Within the literature, many different definitions of scenarios

can be found (e.g. [3, 5, 40, 41]). There are significant differences in terms of the

syntax, features, semantics and more significantly, in terms of their intent. Most of these

differences are motivated by the setting in which scenarios are being described. However,

there are some main aspects on which authors seem to coincide:

• Scenarios describe a sequence of events or activities [3].

• Scenarios refer to interactions between independent entities. Entities can be users,

the system [3] (or possibly parts of it such as hardware, software, subsystems,

objects [5]) and the environment [8].
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The need to document scenarios has motivated the development of many scenario-based

notations. Many authors have proposed using mixture of textual and pictorial techniques.

These go from structured and narrative text [42], to storyboards of annotated cartoon

panels, video recordings, and scripted prototypes [3, 43]. An example of a narrative

text scenario is Figure 2.1. An important issue with scenarios is the level of abstraction

Figure 2.1: Example for a scenario using narrative text.

of their content. Scenarios can be concrete [3] or instance [44] scenarios that refer to

specific entity names and argument values. Scenarios can also be more abstract, which

are called type or abstract scenarios [45, 46]. However, we could make the scenario

concrete by including for example the role of the employee, employee identifier, and

security codes. The level of detail of the scenario can also be incremented by including

more entities such as sensors or the network, or more interactions such as detailed aspects

of the communication protocol between door controller and security system, or details of

how the door controller detects that the user has gone through the gate. Furthermore,

the scenario could be extended with alternative outcomes, for instance that the card is

unreadable (as in scenario families in [44] or scenario trees in [47]). In addition, scenario

pre- and post-conditions, such as that the scenario occurs in working hours and the status

of the employee in the security database can be included (as in [48]).

Textual notations for documenting scenarios have been widespread in industry for

some time [42]. However, these notations tend to be rather informal and, although useful

for documentation and informal analysis, make automated processing of scenarios and
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rigorous or semi-rigorous analysis very difficult. Thus, textual scenario specifications

do not serve well our purpose of using rigorous and automated techniques for detecting

emergent behaviours. There has been significant research on controlled English (e.g. [49])

and grammars for English (e.g. [50]), which constrain the structure of English sentences in

order to make texts more amenable to automated processing. However, these techniques

have yet to produce impact in industry in general. Furthermore, if controlled languages

are to be used in requirements (or scenario) specifications the prospect is even more

complex and further syntactic and semantics constraints for controlled languages must

be introduced.

One of the most widespread approaches to documenting scenarios is using sequence

charts. Sequence charts have been used to describe system behaviour for some time,

and examples of their use can be traced back to the late 80’s. They have been used, to

exemplify service conventions in the International Standard Organisation’s (ISO) Open

Systems Interconnection (OSI) [51] and in several ISDN service recommendations of

the International Telephone and Telegraph Consultative Committee (CCITT) [52, 53].

The latter, reconverted into the International Telecommunications Union (ITU), has

undertaken a standardisation process resulting in a language called Message Sequence

Charts (MSCs), which has undergone several revisions since its first version in 1992

[54, 55, 8, 56]. For an account on the standardisation of MSCs by the telecommunication

industry, refer to [57].

In addition to being the starting point for MSCs, sequence charts constitute the core

of a plethora of existing graphical scenario-based languages. The most famous one is the

UML [17] notation for scenarios, sequence diagrams, which strongly resembles sequence

charts. There are countless variations of sequence charts in the literature; in particular

in research literature where a variety of different features and interpretations are being

explored. As we show next, sequence charts have the advantage of being very intuitive
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and simple, facilitating sequence chart elaboration and automated processing. For more

on scenarios in general, refer to [3, 46].

2.2 Sequence Charts

In the remainder of this section we discuss sequence charts in order to introduce the

main concepts related to scenario descriptions and address some of the existing syntactic

and semantic variations that appear in other sequence chart-based languages. We present

these variations by discussing different aspects of scenario-based specifications rather that

describing each specific language separately. For a detailed survey on sequence charts

refer to [58].

2.2.1 Basics

Sequence charts are a widespread graphical notation for documenting scenarios (see Fig-

ure 2.2 and Figure 2.3). Sequence charts consist of components, events, and messages

which will be explained further down.

Figure 2.2: Example of a sequence chart.

Components

As mentioned in Chapter 1, in sequence charts vertical lines or components represent

the entities participating in the scenario. By component, we mean a part or element
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Figure 2.3: Elements of a sequence chart.

of a larger whole, which in our case is a system. In other words, by component we re-

fer generically to software and hardware systems and subsystems, users, processes, and

software components (as in [59] for example) among others. According to the context

for which a particular scenario-based language has been designed, components can be

given a more restricted interpretation. For example in a high-level approach to scenarios

that focuses on the distinction between system and environment, scenarios might use one

vertical line to represent the system to be developed and other lines only for external

actors such as existing systems and people or organisations. On the other hand, in the

context of UML, a lower level of abstraction can be used and components can model

objects [40, 41]. Whatever the level of abstraction in which components are interpreted,

the common assumption is that they represent independent entities that have capabilities

for interacting with their environment.

Messages

Messages in sequence charts represent interactions between components. However, as
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in the case of components, they are also given a range of interpretations according to the

context in which sequence charts are used. In particular, the interpretation of a message

relies heavily on the interpretation of the components that are involved in the interaction.

For example, when at least one of the components involved is a person, messages model

physical interactions. This includes examples such as typing data into a console, swiping

a security card or delivering a package. In cases where people are not involved, a message

can model a remote procedure call, message passing, method invocation, or an exception

being raised and caught. Messages usually involve only two components, a sender and a

receiver. However, messages can be used to model broadcast and multicast interactions.

Despite the different semantics that can be given to messages, three characteristics

apply to all interpretations. Firstly, a message explicitly identifies the components in-

volved in an interaction. Secondly, a message identifies, by means of the arrows source,

the component that initiates the interaction. Thirdly, a message determines the point

(an event) in which the interaction is observed by a component involved in the interaction.

Event Ordering and Synchronous/Asynchronous Messages

The semantics of messages impacts considerably on how time is modeled in a sequence

diagram. As mentioned before, it is assumed that an event on a component occurs before

all other events of the same component that appear below it. In addition, it is also

assumed that a receive-event must never occur after its corresponding send-event. These

two assumptions determine a partial ordering of events that specifies the relative order

in which events may occur over time.

Let us return to the example of the employee entering a secure building, which we

now depict in Figure 2.4 with labeled events only to facilitate the following explanation

on event ordering. This scenario states, for example, that the reception of message

stopRecording (event p) occurs after the sending of message startRecording (event k). In
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other words that k < p. This is because event n is further down than k on the Security

System component (k < n) and p is the receive-event corresponding to the send event n

(n < p). However, the converse is not so, the reception of message stopRecording (event

p) cannot occur before the sending of message startRecording (event k).

We say that the ordering of events is partial because not all pairs of events are

temporally related. For example, there is no relative ordering between the reception

of startRecording(event o) and the reception of message unlock (event f). This is rea-

sonable if we think of messages as taking an unknown amount of time to reach their

destination. Thus, different messages could have different delays, and thus the ordering

of the reception of these messages cannot be assumed.

Figure 2.4: Sequence chart with event labels.

The partial ordering of events that we have presented is the common core for most

approaches based on sequence charts and is based on minimal assumptions on the tem-

poral relation between events. These assumptions can be too weak when using specific

interpretations of messages. For example, consider the message swipeCard in Figure 2.4.

The message corresponds to a physical interaction between a user that wishes to enter

the company premises and a door controller placed at one of the entrances. In this case,

the send-event (when the employee swipes the card) might be considered to occur at

the same time as the receive event (when the card controller detects and-or reads the
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swipe card). In other words, send and receive events can be considered to occur simulta-

neously. In these cases, the communication between components is called synchronous.

In the case of message userId, where the card reader sends the card information to a

remote database to validate access permissions of the employee, it may not be reasonable

to consider synchronous communication. Network latency may need to be taken into

account, forcing the receive-event (when the database receives the query) to occur after

the send event (when the door controller sends the query). This kind of communication

is called asynchronous. Existing scenario-based languages assume either synchronous or

asynchronous communication or allow both. When considering both kinds of commu-

nication, different notations are used. For example, in sequence diagrams synchronous

and asynchronous messages are differentiated by using filled and hollow arrowheads [60].

Sometimes, asynchronous messages are drawn with a downward slant to indicate that

time elapses from its emission to its reception.

If we assume that messages starRecording and unlock model asynchronous commu-

nication, then the correct interpretation of the sequence chart is that the reception of

the startRecording is temporally unrelated to that of unlock. Thus, message reception

of both messages could occur in either order, not guaranteeing that the camera records

when the employee goes through the door. If we assume that these messages model

synchronous communication, then the correct interpretation of the scenario is that the

security camera receives the order to start recording before the unlock message is even

sent. The same situation holds if we assume that start and stop recording messages are

asynchronous; when stopRecording is sent, it is not guaranteed that startRecording has

been received. However, startRecording must occur before stopRecording.

In the context of asynchronous communication, additional constraints on the ordering

of events can arise depending on the assumptions on the message queuing that handle

the asynchronous messages [61, 62]. For example, if a unique first-in first-out (FIFO)
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message queue is assumed to buffer all messages sent in the system, it would enforce a

first-in first-out policy that would constrain certain event orderings. Such assumption

would guarantee that unlock is received after startRecording is. However, it does not

guarantee that unlock is sent after startRecording is received. Other assumptions that

introduce different constraints on the ordering of messages are assuming each component

has one FIFO queue that buffers the messages that are sent to it, or assuming that there

is a FIFO queue for every pair of communicating components.

Extensions to Sequence Charts

There have been many extensions to the basic sequence chart notation presented

above. We have already mentioned the inclusion of different message types to distinguish

synchronous and asynchronous communication and queues to impose restrictions on event

orderings. Other extensions include the explicit use of time to describe delays, timeouts

and deadlines (e.g. [63, 8]), the dynamic creation and termination of components (e.g.

[8]), parametric message and use of data (e.g. [64, 65]), local or component state labelling

(e.g. [66]), global or system state labelling (e.g. [67]), liveness conditions [68], iterative

and exceptional behaviour (e.g. [8]), and mechanisms for combining scenarios. We discuss

the latter in more detail in following sections.

2.2.2 Managing Multiple Sequence Charts

Scenarios, and sequence charts in particular, are partial descriptions. One scenario con-

veys relatively little information as it describes one of usually infinite possible system

behaviours. Thus, in the context of requirements engineering or system specification,

scenarios need to be combined together to provide a more complete view of how a sys-

tem is expected to behave. Typically, scenarios are provided by different stakeholders

and address different system functionalities. The conjunction of all scenarios provides a
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system description. However, choosing the right abstractions for combining scenarios is

not a minor issue. Sequence charts have been extended in many very distinct ways in

order to tackle this problem. Two of these ideas, namely scenario composition and state

identification are used in this thesis and will be discussed here.

Scenario Composition

In the approach adopted by the International Telecommunication Union (ITU) [8], fo-

cus is on providing scenario specifications with a means for managing complexity. Simple

sequences of behaviour are described using an extension of sequence charts called basic

Message Sequence Charts (bMSCs). In addition, three basic constructs for combining

bMSCs are provided: vertical, horizontal and alternative composition. Vertical compo-

sition of two bMSCs combines them sequentially. The system behaviour is determined

by the behaviour of the first bMSC followed by the behaviour determined by the second

one. Vertical composition introduces a subtle issue: events in the first scenario do not

necessarily occur before all events of the second scenarios. The partial ordering of events

determined by vertical composition is the result of the syntactical composition of the

two scenarios: placing one bMSC at the bottom of another one and then linking the

components they have in common [10]. Horizontal composition of two bMSCs amounts

to considering they occur in parallel. In the case that both bMSCs have some or all

components in common, it is assumed that the behaviour of the common component(s)

is the interleaving of the behaviours of these component(s) in the separate bMSCs [10].

Alternative composition defines a set of possible MSCs that can be considered vertically

composed with some initial MSC. In other words, it defines a set of alternative behaviours

as the continuation of a given scenario. The underlying notion of scenario composition is

that they can be used as building blocks to describe a behaviour that is more complex.

Several syntactic constructs, equivalent in terms of expressiveness [10], are provided by
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the ITU standard for specifying scenario composition: inline expressions, MSC reference

expressions and high-level MSCs, the last being the widely adopted (e.g. [61, 10, 67]).

High-level Message Sequence Charts (hMSCs) are directed graphs where each node ref-

erences either an hMSC or a bMSC. Edges indicate the acceptable ordering of scenarios,

thus allowing stakeholders to reuse scenarios within a specification and to introduce se-

quences, loops, and alternatives of bMSCs. Figure 2.5 depicts an hMSC with two nodes,

one of which refers to the sequence chart we have presented previously. In order for the

hMSC to be well defined, the other node (Unreadable Swipe Card) should be referring

to either existing bMSCs or hMSCs. An arrow with a black filled circle as its tail in-

dicates the initial starting point of the hMSC. In addition, the smaller black circle is a

convenient way of reducing the number of edges that the hMSC has, and in this way

increasing understandability; it can be simply considered an empty scenario.

Figure 2.5: A high-level Message
Sequence Chart.

Figure 2.6: Sequence chart for an
unreadable swipe card scenario.

The advantage of the hMSC approach is that it allows stakeholders to break up a

scenario specification into manageable parts in a simple, intuitive, and operational way,

and to show how these different parts relate. On the other hand, scenario composition

can lead to a large number of very short scenarios that must be composed in complex

ways to describe the system’s overall behaviour. This mitigates against the advantage

of using scenario notations for depicting significant portions of system behaviour. A

common variation of hMSCs is that of high-level Message Sequence Graphs (e.g. [69]).
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These correspond to flat hMSCs, in other words hMSCs in which nodes are only allowed

to reference bMSCs.

State Identification

An approach that differs significantly from the scenario composition approach is the

identification of common component or system states throughout a set of scenarios (e.g.

[70, 66, 67, 71, 29]). The assumption here is that the scenario specification is describing

a state-machine that models the behaviour of system components. Thus, components

in a bMSC are considered to model both a set of states in the state-machine (which we

call component states) and the events that fire state change (called labeled transitions).

Thus, in the scenario specification, every space between consecutive events is called a

scenario state (see Figure 2.7, right), and is considered to refer to component state. The

relation between scenario and component states is many to one, meaning that several

scenario states can refer to the same component state. Thus, scenario states in different

bMSCs that refer to the same component state provide information of how the scenarios

are related (see Figure 2.7).

There are two basic mechanisms for identifying component states. The first is to allow

stakeholders to tag scenario states (e.g. [66]). Typically, labels that describe the state

of the component are placed on scenario states (see Figure 2.7, left); if two states in a

scenario appear with the same label, they are considered to refer to the same component

state.

The second approach avoids the needs for explicit state labelling in scenarios, and

instead provides rules for identifying component states. These rules are usually based

on domain-specific knowledge and additional information of the system being specified.

For example, SCED [70] synthesises statecharts [18] while applying some assumptions in

order to decide whether two scenario states represent the same statechart state. Another
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example is the work of Whittle and Schumann [29], which uses an Object Constraint Lan-

guage (OCL) specification that states pre- and post-conditions for scenario messages. The

OCL specification is traversed with the MSCs to produce a valuation of state variables

for each scenario state. Scenario states that have equivalent valuations are considered to

represent the same component states.

A variation of identifying component states is that of system states [67]. Instead

of identifying component states on components, labels that cover all components of a

scenario are used to mark a specific system state (see Figure 2.7), which essentially

models the state in which each component is in at a particular moment. Identically

labeled system states refer to the same system state.

An advantage of explicitly labelling component or system states is that they can be

used to enrich scenario descriptions with additional information. This information can

come from specifications that have different system viewpoints or from domain-specific

knowledge. In addition, incorporating component or system state information may pro-

vide means for progressively moving into a more detailed design description. Compared

with scenario composition, identifying states allows complex component behaviour in-

cluding alternative behaviours to be described in bMSCs of any length. For example, in

Figure 2.7, we have two bMSCs with a system state labeled Ready for operation. This

means that if the system is in bMSC Example 1 and messages x and y occur, then,

instead of message z occurring, the system could now continue with b and c. Thus, the

system state has introduced alternative behaviour.

To introduce the same alternative using scenario composition, we would need to split

the scenarios exactly where the “ready for operation” state is, to then introduce some

composition mechanisms to establish all possible alternative behaviour (see Figure 2.8).

Although the specified behaviour is the same, we have had to split scenarios into smaller

parts (some with only one message in them!) that may not be meaningful on their own.
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Figure 2.7: Component and system states in sequence charts.

Figure 2.8: Expressing alternative behaviour using scenario composition.

The ITU provides a notation that resembles that of state labelling. Its MSC stan-

dard [8] includes the notion of local and global conditions, which could be interpreted as

component and system states. However, ITU has not assigned any semantics to these

syntactic elements. Several meanings to these constructs have been proposed. Compo-

nent and system state identification is one of the possibilities being studied.

In UML [60], sequence diagrams allow introducing state information; however, it is

not clear how this information affects the composition of different scenarios [4, 5, 40, 41].

To understand the relation between sequence diagrams it is usually necessary to refer to

the statechart descriptions.
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2.2.3 Semantics

In the previous section, we introduced the intuition of sequence charts and related con-

cepts such as components, events, messages, interactions and time. We have also men-

tioned some of the different interpretations that exist for these concepts. We now discuss

the techniques for defining these interpretations and more importantly the implications

of such techniques on the purpose and utility of scenario-based specifications in the light

of the development process as a whole.

Techniques

In terms of how semantics for scenario-based languages are defined, existing work

is quite varied. We identify three broad categories: informal, algorithmic and abstract

semantics. The first category corresponds to scenario languages with no precise semantics

that are used in the context of informal development methods (e.g. [3]) and in some

UML-based development methods such as the Unified Software Development Process [5]

and others (e.g. [4, 40, 41]). Books presenting these methods usually devote one or two

chapters to scenarios, providing general intuition in natural language supported with

examples. Although useful for documentation and informal analysis, the lack of a precise

interpretation of scenarios makes rigorous analysis of scenarios and formal verification of

system compliance to requirements extremely difficult.

The second category includes approaches in which the semantics of a scenario spec-

ification is implicit, given by means of a translation algorithm. Using an algorithm to

translate scenario specifications into other notations can determine a precise interpre-

tation if the target notation has a well-defined semantics. However, this procedure is

rather operational and does not provide an intuitive and abstract meaning to scenario

specifications. Subtle aspects of the semantics may be, and usually are, buried in the

synthesis algorithm. Some approaches translate scenario specifications into statecharts
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(e.g. [72, 70, 66, 29]). In these cases, it is important to distinguish between the several

different interpretations of statecharts that exist [73, 18, 74]. Furthermore, approaches

that build individual statecharts for each component do not always explain how these

statecharts are to be composed to provide the overall system behaviour. Other efforts

based on translation have focused on producing SDL specifications (e.g. [75]), hierarchical

state machines (e.g. [76]) and other state machine based formalisms (e.g. [77]).

Finally, the third category includes work in providing a formal abstract semantics for

scenario-based languages. The difference to the previous category is that the semantics

is defined in an abstract manner rather than by a translation algorithm. Formalisation

work includes the use of process algebras [8, 10], partial orders [21], pomsets [9], buchi

automata [78] and petri-nets [7]. In many cases synthesis algorithms are also provided

but not as a means for defining scenario semantics. In some cases, they are developed

for producing the input of model checkers [12].

Design vs. Requirement Oriented Semantics

Although the differences among approaches to scenario semantics can be considered a

technical issue, the choice of mechanisms can strongly impact the role of scenario-based

specification within the development process. Consequently, it also impacts on practi-

cal and research issues. There are two fundamentally different approaches to scenario

semantics.

Many authors consider scenario specifications to describe high-level design of system

components. In other words, that a scenario specification directly determines a state ma-

chine for each system component [68, 75, 8, 70, 66, 10, 67, 13, 29]. These approaches take

on a design-oriented perspective, in which scenario descriptions are a design document

in their own right.

A different interpretation of scenario specifications considers them to be describing
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system functionality. In other words, that a scenario determines a set of acceptable

behaviours for which many designs could be found. This view is taken by many informal

approaches to scenarios (e.g. [3]) as well as approaches using semantics based on partial

ordering of events [21, 61, 11]. This perspective introduces the problem of finding a

design (or possibly many) for a given scenario specification and proving that the design

satisfies the specifications requirements [21]. Compared to the design-oriented approach

discussed previously, this approach seams to be more suitable in a requirements-oriented

view phase.

2.2.4 Analysis

A crucial point in the development of concurrent systems is pre-development and pre-

deployment reasoning about system requirements and design. Therefore, providing scenario-

based languages with adequate syntactic and semantic constructs for specifying require-

ments is not enough. Scenario-based approaches must provide tools for analyzing such

specifications. Unfortunately, the amount of efforts in this direction has been signifi-

cantly less than the number focused on notations, features and semantics. Nevertheless,

there are a number of efforts in producing techniques for analysis of scenario- based

specifications, many of which focus on checking for syntactic consistency (e.g. [61, 6]).

These checks depend on the features included in the sequence charts and can usually be

prevented using appropriate editing tools. Some examples of what may be checked are

that:

• Message labels are used consistently with respect to message initiator, recipients

and parameters

• Nodes in hMSCs refer to existing bMSCs

• Timers have corresponding timeout
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However, when dealing with concurrent systems, syntactic correctness is not enough

and analysis of semantic implications of specifications is crucial. Many authors have fo-

cused on specific system properties and produced ad-hoc algorithms that can check their

validity. For example, in sequence chart specifications that use asynchronous communi-

cation, a component can flood another by sending it an unbounded number of messages

that the receiver cannot manage to process. This situation, called process divergence,

can be detected using syntactic checks [11] (i.e. no translation to a semantic model

is needed), and have been implemented in the MESA tool [79]. Another property de-

tected by the same tool is that of non-local choice [11]. When using hMSCs, a given

choice of sequence charts determined by the hMSC may be under-specified if the initial

events of the different alternatives correspond to different components. In these cases,

for all components to agree on the scenario to follow, a distributed choice among several

components is needed. Race conditions where queues introduce or fail to enforce event

orderings determined by scenarios have been studied by [61]. Finally, general properties

based on recognising patterns of communication have also been studied [62]. Our work

also addresses race and local choices but it is more focused on another property called

realizability which we define formally in Chapters 5 and 6. This is complementary to

other efforts in analysis and verification of scenario-based specifications. However, in

contrast to other approaches to property verification, the violation of realizability is not

an indication of an incorrect specification, it signals an aspect of the specification that

needs to be further elaborated.

We now present a short discussion explaining where the approach we present stands

with respect to the background we have presented.

Since, the aim of this thesis has been to develop automated techniques for a more

reliable scenario-based software development, we have chosen to focus on sequence charts

that, in addition to being widely accepted, have the advantage over free text based
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scenario notations of being an intuitive and graphical representation that is amenable

to computer processing. From the range of sequence chart notations that exist, we have

chosen basic Message Sequence Charts (excluding advanced features such as queues, time

delays, timeouts and deadlines, dynamic creation and termination of components and

data). Although there is benefit in extending the expressiveness of sequence charts, this

mitigates against their simplicity and intuitiveness; features that have been crucial in the

wide adoption of sequence chart notations in industry. In addition, as we demonstrate

in this thesis, there is much benefit to be gained even when using a very basic sequence

chart notation.

The notion of scenario specifications as partial specifications is central to our choice

of sequence chart semantics. If scenario specifications are partial, each scenario is simply

an instance of system execution. Thus, the notion of execution is central in the notation’s

semantics.

From the different approaches to specifying the relation between sequence charts, we

use state identification and hMSCs. While we prefer to stay with requirements-oriented

abstract semantics for sequence charts, using of state identification approach enables us

to enrich the scenario specification with the early feedback from the design phase even

without building component’s statecharts. We also use hMSCs for composing scenarios

and construct scenario specifications.

We have chosen to interpret messages as asynchronous communication between com-

ponents since asynchronous communication in sequence charts is more general and re-

alistic for practical purposes. However, this comes with its own price in terms of the

complexity class of the algorithm that we will be presenting in Chapters 5.

In terms of analysis there are also some differences between our approach and existing

ones. Scenario specifications naturally result in partial descriptions. They depict a

series of examples of what the system is expected to do. In the best of cases, these
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examples cover most common system behaviours and main exceptions. This partial

and incomplete nature of scenarios will be inherent both in the behaviour of individual

components of a system and in the system behaviour itself. However, with regard to

addressing these issues, existing works either focus on analyzing the system behaviour

using some realizability notions and ignore how individual components behave, or vice

versa. In contrast, we will address these separately studied problems under an integrated

approach, where theoretically, for both cases the problem is sought in the behaviour

of components. In regard to practical implications, we believe that analyzing both the

system and the components behaviours will be more effective for elaborating scenario-

based specifications.
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Part I

EMERGENT BEHAVIOURS FOR

THE COMPONENTS OF

SCENARIO-BASED

SPECIFICATIONS
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Chapter 3

FROM SCENARIOS TO STATE MACHINES: INFERRENCE

OF IDENTICAL STATES

Scenario-based specifications are one of the popular ways for describing concurrent sys-

tems. To a great extent, the advantage of using scenarios relates to the desire of stake-

holders to describe system’s functionality by small and partial stories of the system’s

usage. However, because each scenario gives only a partial story of system, having

methodologies that can systematically derive the whole behaviour of system’s compo-

nents from their partial interactions in the scenarios help the designers in understanding

component’s behaviour. Conventionally, the process of going from a scenario specifica-

tion to state machine behaviour models of components is called behaviour modeling or

synthesis of state machines from scenarios.

In this chapter, we present a new approach for inferring identical states of system’s

components as the main activity in the synthesis of state machines from scenarios. In

this approach, we assign specific state values to the states of system’s components in

different scenarios. State values are assigned using a light domain theory (see Section

3.3.1) inferred from the domain knowledge, and are used to detect identical states of

components. These identical states are the place where partial behaviours from different

scenarios can be merged.

The domain theory will be systematically constructed by requesting the domain expert

to search through a set of pairs of messages from scenarios in order to find the pairs with

a special relation called semantical causality. Semantical causality captures an invariant

property of a system in terms of dependency of a message on another one, which is not
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explicitly defined in scenarios.

We begin our formal definition of scenarios in this chapter. In order to be consistent

with related works [21, 26], in this chapter and for the rest of the thesis, the term

“processes” will be used instead of “components in scenarios”.

The chapter includes 5 sections. In Section 3.1, we give a background on the synthesis

problem and related works. Section 3.2 presents our definitions for scenarios and state

machines. Domain theory and state values will be discussed in Section 3.3. Section 3.4

presents our definition for identical states, the domain theory director, and an example

that shows how to detect identical states for an ATM system. Finally, a discussion of

advantages and disadvantages of our approach compared to related works will be provided

in Section 3.5.

3.1 Background

One of the problems that is usually encountered for a scenario-based specification such

as Message Sequence Charts (MSC) [8], is its distributed implementation (also called

realization) in terms of parallel execution of behaviour models of individual processes (or

system’s components) represented by state machines. In this regard, we can distinguish

two different groups of works that are common in addressing this problem but are different

in their assumptions and approaches.

The first group assumes that while a scenario specification is complete with respect

to the behaviour of individual processes, it might not be complete with respect to the

system’s behaviour [21, 27, 80]. Some common problems addressed by this group are

deadlocks, implied scenarios, and safe realizability. In Chapters 5 and 6 we will discuss

this direction in more details.

The second group assumes that a scenario description might not be complete with
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respect to the behaviour of individual processes, and therefore in the first place, they are

interested in building the right behaviour models for processes using scenarios and the

domain knowledge [81, 82, 30, 22, 28, 29]. A common problem addressed by this group

is the emergent behaviours introduced in the behaviour models, a phenomenon that is

also studied as overgeneralization.

Along with the direction of the second group, in this chapter we devise an approach

for generating state machine designs (behaviour models) from scenarios. Comparing to

other works, our approach has two main differences whose advantages will be discussed

in Section 3.5.

First, we build a light domain theory using a given set of scenarios and the domain

knowledge. The domain theory will be systematically constructed by requesting the

domain expert to search through a set of pairs of messages from scenarios in order to find

the pairs with a special relation called semantical causality. The semantical causality

relation that will be defined in this chapter is an invariant property for a system that is

not explicitly defined by scenarios and captures the dependence of a message on other

messages.

Second, since detecting identical states of a process in different scenarios is necessary

in the synthesis of behaviour models [30, 22, 28, 29], with the help of the constructed

domain theory we use some of the messages that a process has already sent or received

in order to assign a state value to the current state of the process. Then, a pair of states

will be identical if they have the same state values.

3.2 Definitions

We assume that scenarios are represented by Message Sequence Charts defined as follows.

Let P be a finite set of processes (with the total number of processes |P | ≥ 2) and C be a
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finite set of message contents (or message labels). Denote Σi = {i!l(c), i?l(c)|l ∈ P\ {i},

c ∈ C} to be the alphabet of process i ∈ P , where i!l(c) denotes an event that sends a

message from process i with content c to process l, whereas i?l(c) denotes an event that

receives on process i a message with content c from process l. Also, the alphabet (of all

processes i ∈ P ) will be Σ =
⋃

i∈P Σi.

Definition 1 (partial Message Sequence Chart): A partial Message Sequence Chart

(pMSC) over P and C is defined to be a tuple m = (E, α, β,≺) where:

- E is a finite set of events.

- α : E → Σ maps each event to its label. The set of events located on process

i is Ei = α−1(Σi). The set of all send events in the event set E is denoted by

E! = {e ∈ E|∃i, l ∈ P, c ∈ C : α(e) = i!l(c)} and the set of receive events as E? = E\E!.

- β : F ! → E?, F ! ⊆ E!, is a bijection mapping between send and receive events such

that whenever β(e1) = e2 and α(e1) = i!l(c), then α(e2) = l?i(c).

- ≺ is a partial order on E such that for every process i ∈ P , the restric-

tion of ≺ to Ei is a total order, and ≺ is equal to the transitive closure of

{(e1, e2)|e1 ≺ e2,∃i ∈ P : e1, e2 ∈ Ei} ∪ {(e, β(e))|e ∈ F !}.

As an example, consider MSC1 in Fig. 3.1. A representation of this MSC in terms of

Definition 1 is:

- P={C1, C2}

- C={x}

- ΣC1 = {C1!C2(x)}

- ΣC2 = {C2?C1(x)}

- Σ={C1!C2(x), C2?C1(x)}

- E={e1, e2, e3, e4}

- α(e1) = C1!C2(x), α(e2) = C1!C2(x), α(e3) = C2?C1(x), α(e4) = C2?C1(x)
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- EC1={e1, e2}, EC2={e3, e4}, E!={e1, e2}, E?={e3, e4}

- F ! = E!, β(e1) = e3, β(e2) = e4

- ≺ ={(e1, e2), (e1, e3), (e2, e4), (e3, e4)}

In particular, note that ≺ is a partial order of E={e1, e2, e3, e4} since for instance,

neither (e2, e3) /∈≺ nor (e3, e2) /∈≺.

Usually, pMSCs are restricted to a FIFO condition, which means that for all e1, e2 ∈

E!, if e1 ≺ e2, α(c) = i!l(c), α(e2) = i!l(d), and e2 ∈ F !, then also e1 ∈ F ! and

β(e1) ≺ β(e2). Moreover, if for a pMSC m there exist no unmatched send events, which

means F ! = E!, then m is called a Message Sequence Chart (MSC ) over P and C. Fig.

3.3 shows a set of scenarios for an ATM machine in MSC notation.

Figure 3.1: If queues are non-FIFO, there is no way for process C2 to know whether it
is receiving the first or the second message x.

Figure 3.2: Non-FIFO condition allows for crossing of dissimilar messages.

The FIFO condition provides a unique representation for each pMSC in terms of

Definition 1. This can be illustrated using Fig. 3.1. In this figure, while the message
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arrows for MSC2 are crossing and as the result MSC1 and MSC2 are different, with a

non-FIFO queue between C1 and C2, MSC1 and MSC2 would be the same for C1 and

C2 since there is no way for process C2 to know whether it is receiving the first or the

second message x. If however, we assume a FIFO queue between C1 and C2, then only

the structure represented by MSC1 would be a valid pMSC and C2 always receives the

first message (x) sent by C1 before the second identical message (x).

Note that, assuming FIFO queues is a stronger condition than what might be actually

needed for preventing crossing of similar messages like the one in Fig. 3.1. In fact, FIFO

condition does not allow for crossing dissimilar messages between processes as the one

in Fig. 3.2. Because of this, some works (cf. [21]) have defined a weaker condition over

pMSCs called degeneracy that while prevents from crossing of similar messages, it allows

for the situation of Fig. 3.2. An MSC is non-degenerate if the order of receiving of

two similar messages between two processes is the same as the order of their sending.

More formally, non-degeneracy condition holds when for all e1, e2 ∈ E!, if e1 ≺ e2,

α(e1) = α(e2), and e2 ∈ F !, then also e1 ∈ F ! and β(e1) ≺ β(e2). It can be seen that

non-degeneracy is the restriction of FIFO condition to similar messages. Nevertheless, in

this thesis we assume that the FIFO restriction holds because non-degeneracy condition

has yet to be accepted as a standard for communication between processes.

Definition 2 (Syntactical causality): For a pMSC m = (E, α, β, ≺) and e′ ∈ E, define

the set Se′ = {e|e′ ≺ e :e ∈ E} to be the set of events in m that must happen after e′ as

defined by ≺. Then, we say e′ is a syntactical cause for Se′ and denote it by e′ sy
→ Se′.

When e′ is a syntactical cause for Se′ in m and e′ is removed from m, none of the events

in Se′ can happen.

We also define the projection m|i for process i in pMSC m to be the ordered sequence

of messages that corresponds to the events occurring on process i in the pMSC m. For m|i,
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Figure 3.3: A preliminary set of scenarios for an ATM system.

Figure 3.4: eFSM for the ATM process in m2.

‖m|i‖ indicates its length, which is equal to the total number of events of m on process i,

and m|i[j] refers to jth element of m|i, so that if ej is the jth event on process i according

to the total order of the events of i in m, then αm(ej) = m|i[j − 1], 0 < j < ‖m|i‖.

For example, the projection of MSC1 in Fig. 3.1 on process C1 will be MSC1|C1={C1!C2(x)

C1!C2(x)}. Furthermore, MSC1|C1[0] = C1!C2(x), MSC1|C1[1] = C1!C2(x), and

‖MSC1|C1‖ = 2.

Definition 3 (equivalent Finite State Machine): For the projection m|i, we define an

equivalent FSM (eFSM) Am
i = (Sm, Σi, δ

m, qm
0 , qm

f ) such that:
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- Sm =
{
qm
0 , · · · , qm

f

}
is a finite set of states

- Σi is the alphabet

- qm
0 is the initial state

- qm
f = qm

‖m|i‖ is the final state (accepting state)

- δm is the transition relation such that δ(qm
j , m|i[j]) = qm

j+1, 0 ≤ j < f , and the only

word accepted by Am
i is m|i.

Apparently, given a projection m|i, we can always construct an equivalent FSM for it.

For instance, the eFSM of the projection of scenario m2 in Fig. 3.3 on ATM process is

shown in Fig. 3.4 in which qm2
0 is its initial state and qm2

13 is its final state.

3.3 The Domain Knowledge

3.3.1 Domain Theory

Assuming that scenarios do not provide all the necessary behaviours for processes, the

domain knowledge will be needed in order to build the right behaviour models [30, 22,

29]. Here, by domain knowledge we mean the machine domain knowledge that is only

pertinent to our purpose of behaviour modeling not covering all the system properties

and constraints.

When dealing with the domain knowledge, a distinct feature of our approach is that it

builds a domain theory that is based on an invariant property of systems called semantical

causality. Semantical causality is not explicitly defined in scenarios and is different from

syntactical causality of events in that syntactical causality is created because of the partial

order of events in a particular scenario while semantical causality is part of system’s

properties. As a result, it might happen that the corresponding event of a message is a

syntactical cause for the corresponding event of another message while there exists no

semantical causality relation between those messages. However, the reverse is not true
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i.e. whenever a message x is a semantical cause for another message y, there exists at

least one scenario for which the corresponding event of x is a syntactical cause for the

corresponding event of y.

Let’s put semantical causality in a more formal representation and then give some

examples of its usage.

Definition 4 (Semantical causality): We say message m|i [j] is a semantical cause for

message m|i[k] and denote it by m|i[j] se
→ m|i[k], if process i has to keep the result of the

operation of m|i[j] in order to perform m|i[k].

Similar to [30], by the operation of a message we mean the ultimate purpose of

the message. For example, the corresponding operation for the insert card message for

the ATM is: card is inserted. Note that, semantical causality comes from the domain

knowledge and can be found without referring to ordering of messages in scenarios. Also,

note that it is the system’s architecture and the domain knowledge that dictate whether

or not one message is needed by a process in order to perform another message.

For example, in m2, insert card is a semantical cause for eject card because ATM

has to keep the card inserted before it can eject the card. As another example, in a

lift system, the message close door is a semantical cause for the message lift moving

because the lift has to close the door when it starts moving and keep it closed during its

movements.

Now, based on Definition 4 we define the domain theory for a set of MSCs M .

Definition 5 (Domain theory): The domain theory Di for a set of MSCs M and process

i ∈ P is defined such that for all m ∈ M , if m|i[j] se
→ m|i[k] then (m|i[j], m|i[k]) ∈ Di.

In Section 3.4, we will explain how the domain theory can be constructed for a system.
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3.3.2 State Value

One of the main problems in behaviour modeling is how to detect similar states for

a process in different scenarios. The work of [29] uses a number of arbitrary system

variables to distinguish the states that a process goes through as it is communicating

with other processes in a scenario. However, the problem with this approach is that

different domain experts can choose different system variables. Consequently, different

behaviour models for a process might be obtained and at the end it is not clear which

model is the right one. Note that, this problem is the result of choosing different variables

not making mistakes in updating the values of variables (in fact, and implicit assumption

in [29] is that the domain expert makes no mistakes in updating variables). One way

to overcome this drawback is to use invariant properties of a system for evaluating and

distinguishing the states of processes in scenarios. In particular, we let the current state

of the process to be defined by the messages that the process needs them in order to

perform the messages that come after its current state. Considering Definition 4, these

are the messages that are semantical causes for the messages after the current state of

the process.

More specifically, we associate a state value υi(q
m
k ) to every state qm

k in the eFSM

Am
i , i ∈ P , m ∈ M as follows.

Definition 6 (State value): The state value υi(q
m
k ) for the state qm

k in eFSM Am
i =

(Sm, Σi, δ
m, qm

0 , qm
f ) is a word over the alphabet Σi ∪ {1} such that υi(q

m
0 ) = 1, υi(q

m
f ) =

m|i[f − 1], and for 0 < k < f is defined as follows:

i) υi(q
m
k ) = m|i[k − 1]υi(q

m
j ), if there exist some j and l such that j is the maximum

index that m|i[j − 1] se
→ m|i[l], 0 < j < k, k ≤ l < f

ii) υi(q
m
k ) = m|i[k−1], if Case i) does not hold but m|i[k−1] se

→ m|i[l], for some k ≤ l < f

iii) υi(q
m
k ) = 1, if none of the above cases hold
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In Definition 6, first state values of the initial and the final states of an eFSM are

defined. Then, the states value of the state qm
k is defined depending on whether for the

transitions that come after this state: there exists a message m|i[j − 1] as a semantical

cause, 0 < j < k (Case i)), or m|i[k−1] is the only semantical cause (Case ii)), or neither

m|i[k− 1] nor any other message is a semantical cause (Case iii)). In particular, the last

case marks all the states qm
k that from the processes perspective are like its initial state

with the state value of 1.

Note that, since for a given application and process, semantical causality between

messages is an invariant property defined by the domain knowledge, state values of the

states of a process are independent of the choice of the domain expert. Also, while

this definition seems to have a bit of mathematical complexity, nevertheless, it makes

the process of constructing the domain theory easier for the domain expert (see Section

3.4.2).

Furthermore, unlike the approach of [29] for which only the values of system variables

(not their order) are effective in distinguishing states, ordering of messages in a scenario

is taken into account in state value definition in order to distinguish between states of

a process. This fact can be illustrated using Fig. 3.5. Assuming that messages x and

y are both changing some system variables given by an expert and also are semantical

causes of message z, the values of the system variables for process C1 after message y in

Fig. 3.5a) are the same as their values after message x in Fig. 3.5b). However, the state

value of process C1 after message y in Fig. 3.5a) is yx, which is not the same as its state

value after message x in Fig. 3.5b), which is xy (cf. Case i) of Definition 6).

As an example, let’s calculate state values of states qm2
3 and qm2

7 in Fig. 3.4. From

the domain knowledge pertinent to the ATM system, the maximum index j for which

m2|ATM [j − 1] is a semantical cause for a message in the transitions after qm2
3 is j = 2

for which m2|ATM [2− 1] =insert card (for instance insert card se
→eject card). Thus, based

48



Figure 3.5: A case where state values can distinguish states of process C1 in a) and b),
while global system variables cannot

on Case i) of Definition 6 we have: υATM(qm2
3 ) = m2|ATM [3− 1]υATM(qm2

2 ). To calculate

υATM(qm2
2 ), observe that insert card is the only semantical cause for messages after

qm2
2 , and therefore, based on Case ii) of Definition 6, we have υATM(qm2

2 ) =insert card.

Thus, υATM(qm2
3 ) = (request password) (insert card). For qm2

7 , because none of the

messages bad password, verify account, and enter password is a semantical cause for the

messages in the transitions after qm2
7 , still the maximum index j would be j = 2 for

which m2|ATM [2 − 1] =insert card. Thus, with the same reasoning as for qm2
3 , we have:

υATM(qm2
7 ) = m2|ATM [7− 1] υATM(qm2

2 ) = (request password) (insert card).

An interesting case is the state values of the user. Since the user does not need to

keep (in his memory) the result of the operation of any message in order to perform other

messages, there would be no semantical causality between messages for the user. Thus,

according to Case iii) of Definition 6, all the states of the user except its final state are

identical with the state value of 1.

3.4 Behaviour Modeling

Synthesis of behaviour models from scenarios requires a proper definition for identical

states of processes and a way for detecting and merging them. In this section we give

our definition for identical states and also the way that we detect them. In Chapter 4,

we present our approach for merging identical states and detecting emergent behaviours.
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3.4.1 Identical States

Our approach for detecting identical states of a process benefits from an intuition from

converting non-deterministic finite state machines (NFA) to deterministic finite state

machines (DFA) and interpret this conversion based on the past communication history

of a process as follows. When the sequence of transitions that lead to two states of

a process in two eFSMs (from different scenarios) are the same, the process gets into

confusion in recognizing its current state and the states that the process is experiencing

in different scenarios seems to be identical. Analogously, when the sequence of transitions

that lead to two states (in two eFSMs) of a process are not the same, we let the process

uses its state values as a watchdog in order to discriminate between its states such that

whenever two states of a process have the same state values, they will be identical for

the process.

Definition 7 (Identical states): Two states qm
j and qn

k of process i, (m and n could be

the same) are identical if one of the followings holds:

i) j = k and for 0 ≤ t ≺ j: m|i[t] = n|i[t]

ii) υi(q
m
j ) = υi(q

n
k )

Case i) of Definition 7 represents those identical states of a process that are obtained

by converting the resulting NFA of the union of eFSMs to a DFA. On the other hand,

Case ii) defines those identical states that the sequences of transitions before them can

be different. For instance, since for qm2
3 and qm2

7 we calculated that υATM(qm2
3 ) = (request

password) (insert card) and υATM(qm2
7 ) = (request password) (insert card), qm2

3 and qm2
7

are a pair of identical states for ATM.

Note that, identical states are different from equivalent states defined in automata

theory (two states are defined to be equivalent if every sequence of transitions that takes

one of them to a final state, takes also the other one to a final state [20]). In particular,
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we see identical states of a process as the source of ambiguity for the process even though

minimization of FSMs that is achieved by equivalent states is also achieved through

merging identical states of eFSMs. In terms of their consequences, while equivalent states

do not result in emergent behaviours, identical states can result in emergent behaviours

(see Chapter 4).

3.4.2 Capturing The Domain Knowledge

Even though, we can build the complete domain theory Di for process i, we use a domain

theory director in order to guide the domain expert to build a light domain theory that is

a subset of the set Di defined in Definition 5. The light domain theory is obtained from

a set of tables (see Tables 3.1 and 3.2) such that each table represents only one member

of Di that is necessary in detecting identical states with the same incoming transitions.

The reason for considering only states with the same incoming transitions is based on

the following facts. First, for the purpose of behaviour modeling we are not interested

in absolute values of state values. Rather, state values are used for detecting identical

states. Second, since every scenario fulfills a goal for the system, usually there is a logical

connection between messages in scenarios such that the current message on a process is

either a semantical cause of the next immediate message or some other messages that

happen later in the scenario for the process. Based on Definition 6, this means that for

a given scenario it is unlikely for a process to have identical states with state values of

1 (except its initial state). In other words, it would be unlikely to have identical states

that their incoming transitions are not the same. Furthermore, since identical states with

state values of 1 can have any incoming transitions, in order to detect them, the domain

expert needs to consider all the states in all eFSMs for a process and build the required

domain theory for them. Considering the likelihood of states with the state value of 1,

this requires an effort from the domain expert that most of the time does not contribute
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to the detection of identical states and for that matter synthesis of behaviour models.

Consequently, we only consider identical states with the same incoming transitions, which

greatly reduces the time and the effort for constructing the domain theory because tables

will be constructed only for the states that are immediately after repeated messages in

eFSMs or pairs of eFSMs.

The Domain Theory Director

To guide the domain expert in building the required domain theory for process i, first

identical states that are defined in Case i) of Definition 7 are collected in the set Si, and

equivalent states are collected in the set Ei. This can be done simply by converting the

NFA of the union of the eFSMs of process i to a DFA (for Si), and then minimizing the

resulted DFA (for Ei - see [20]). Then, the domain theory director builds some tables for

those pairs of states of process i that are not members of Si or Ei (see Tables 3.1 and 3.2

- each table is denoted by Ti(q
m
k ), which shows the table for state qm

k ) and for which their

incoming transitions are found to be the same. Definition 6 helps in building these tables

in this way. Rows of table Ti(q
m
k ) consist of all the messages in the transitions between

state qm
k and the initial state qm

0 of Am
i such that the first row starts with m|i[k − 2].

m|i[k − 1] goes to the last row of the table (because for states with the same incoming

transitions and state values different from 1, m|i[k−1] always appears in state values) to

be the last message that would be checked for semantical causality. Moreover, columns

of the tables consist of all the messages in the transitions between qm
k and the final state

qm
f .

After tables are built, they will be filled by the domain expert. Starting from the first

row of each table, the domain expert is supposed to find the first message in a row that

is a semantical cause for a message in a column (see the maximum index criterion for j

in Case i) of Definition 6). Consequently, starting from the first row, by finding the first
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message (if there is any) in a row that is a semantical cause for a message in a column,

the table filling will end for that table.

Once all the tables are filled by the domain expert, the domain theory will be all the

pairs of rows and columns for which the row is specified as a semantical cause for the

column. In this way, we build a light domain theory that is a subset of the set Di defined

in Definition 5 and avoid the complication and expensive cost of building Di.

3.4.3 Domain Theory for the ATM Example

In this section, we explain how the domain theory is built for the ATM example of Fig.

3.3. In particular, we explain how Tables 3.1 and 3.2 are constructed for the repeated

request password message in Fig. 3.4. For Table 3.1, the first two rows are the messages

in the transitions before the first request password and the last row is the request password

itself. Columns are the messages in the transitions after the first request password. Table

3.2 is similarly built for the second request password. These tables then can be filled using

the domain knowledge pertinent to the ATM by finding the first row that its message is a

semantical cause for a message in a column. Note that, only one cell is marked in Tables

3.1 and 3.2 for the row with the insert card message. Thus, the final domain theory

for the ATM in Fig. 3.3, consists of pairs of messages (insert card, enter password) and

(insert card, eject card).

Finally, note that for all other messages that are repeated for ATM in the scenarios

of Fig. 3.3, the states after them are either in the set SATM (Case i) of Definition 7) or

in the set EATM (equivalent states). For instance, for cancel message that is common

between m1 and m4, qm1
5 is equivalent to qm4

7 where q1
5 is the state after the transition of

cancel message in the eFSM extracted from m1, and qm4
7 is the state after the transition

of cancel message in the eFSM extracted from m4.

If the equivalent and the identical states of ATM are unconditionally merged, the
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behaviour model shown in Fig. 3.6 will be obtained for the ATM. However, in Chapter 4

we will present a set of criteria that need to be checked before merging identical states.

Table 3.1: A part of the domain theory for ATM (TATM(qm2
3 )).

enter password verify account bad password cancel ... display main screen

insert card

√
display main screen

request password

Table 3.2: Another part of the domain theory for ATM (TATM(qm2
7 )).

cancel cancel message eject card request take card take card display main screen

bad password

verify account

enter password

insert card

√
display main screen

request password

Figure 3.6: The result of merging identical states for the ATM example.

3.5 Summary

In terms of general approaches for scenario composition discussed in [28], our approach for

behaviour modeling is a state identification one. In terms of using the domain knowledge,

the work that is closer to our work is [29], which uses the domain knowledge in the form

of OCL (Object Constraint Language) to set the values of some global system variables as

state identifiers for processes. However, since no specific rule is given for choosing system
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variables, by choosing a different set of system variables, different identical states are

obtained, and hence, different behaviour models will be developed for the same process.

In addition, every message in a scenario should be annotated twice with updated system

variables, which needs a good deal of effort from the domain expert.

In [22], a supervised grammatical inference method ([83]) is used for synthesizing

behaviour models in which the domain expert takes the role of a teacher that answers

membership and conjecture queries to resolve overgeneralization in the inference process.

For the membership queries, the teacher only needs to answer yes if the result of merging

identical states is acceptable or no otherwise. However, to answer the conjecture queries,

the teacher must be able to verify whether or not the current behaviour model is the

right one. He also must be able to give proper counterexamples in the case of rejecting a

conjecture. Thus, in this method instead of building a domain theory, the domain expert

gives the required domain knowledge to the synthesis method.

As it is mentioned, our approach for detecting identical states of processes is a state

identification one in which based on a light domain theory that we build, some of the

messages that a process sends or receives are used to assign state values to the states of

the process. Then, identical states are defined as the states with the same state values.

While the structure of the domain theory is simple, sometimes finding the right se-

mantical causality between messages might be difficult in the domain theory tables.

However, in such circumstances reviewing the scenario for which the table is built, can

help in resolving the problem.

With respect to the domain theory tables, in general, their number is equal to the

number of those repeated messages that their next immediate states in the eFSMs are

not equivalent or identical by Case i) of Definition 7. Thus, the number of tables does not

necessarily grows with the same rate as the size of applications. Finally, the intervention

of the domain expert in the whole process is not a burden as he/she needs to (possibly)
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fill only one cell in each table.
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Chapter 4

FROM SCENARIOS TO STATE MACHINES: EMERGENT

BEHAVIOURS

As it is stated in Chapter 3, merging identical states can result in emergent behaviours

in the behaviour models. As a result, methods for the synthesis of state machine designs

from scenarios must cope with two main problems, namely, generalizing partial behav-

iours in scenarios (discussed in Chapter 3) and a way for resolving emergent behaviours

produced as the result of generalization. The challenge is that more generalization in the

synthesis process may lead to more emergent behaviours and as a result, more spurious

ones that are not allowed by the system architecture defined by scenarios. In this chapter,

we propose a solution for this challenge in terms of a set of syntactic criteria defined over

scenarios that can be automatically checked using a syntax checker in order to harness

the production of spurious emergent behaviours.

4.1 Background

Synthesis of state machine designs from scenario-based specifications is a process to

combine partial behaviours in the scenarios in order to obtain behaviour models. The

benefit of such a synthesis process can be seen in a general software development practice,

such as the one of Figure 4.1 (a simplified version of Figure 1.1). In this figure, first

behaviour models are constructed from a scenario-based specification for the system.

Then, an analysis phase begins in which any mismatch between the specification and

the behaviour models are found in terms of emergent behaviours. After being detected,

emergent behaviours will be validated against system goals and properties in order to
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provide the required feedback for the system analyst to correct the specification. The

process of correction and analysis continues until a satisfiable specification is reached.

Automatic synthesis of state machines from scenarios has been addressed in a number

of works where a few algorithms have also been developed for this purpose ([76, 84, 81,

85, 66, 79, 22, 71, 28, 29]). A major challenge for such algorithms is that the relation-

ship between scenarios are usually not explicitly defined. This means that the synthesis

algorithm have to infer the relationship and this cannot generally be achieved without

also inferring false positives or emergent behaviours [30]. These extra behaviours are not

inherent to the specification and depend solely on the assumptions and the generalization

technique used in the synthesis approach.

As it is mentioned before, generally, emergent behaviours are not necessary unwanted

behaviours. Sometimes they may be just considered as unexpected situations due to

specification incompleteness. However, some spurious emergent behaviours might also

be produced as the result of generalization in the synthesis process - a phenomenon

that is called overgeneralization [29]. As overgeneralization is about spurious emergent

behaviours that must be resolved by the domain expert, methods for harnessing overgen-

eralization are an effective means in automating the synthesis process.

In this chapter, we present a method for addressing the overgeneralization problem.

In particular, a set of criteria would be defined over sequence diagrams that restricts

the generalization incured through behaviour modeling. Our approach has several ad-

vantages. First, because the criteria are directly defined over sequence diagrams, they

can be automatically checked using a syntax checker. Second, it is virtually applicable

to any approach for generating state machines as long as it starts from sequence dia-

grams. Third, although our approach still allows for emergent behaviours that should be

reviewed and resolved by the system analyst, it prevents from overgeneralization in cases

where the system architecture (including processes, messages, and the order between
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events) defined by scenarios does not allow it (see Section 4.2.2).

Figure 4.1: A framework for using emergent behaviours.

Figure 4.2: A preliminary set of scenarios for an ATM system.
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Figure 4.3: A state machine for ATM extracted from m2.

4.2 Generalization

4.2.1 Assumptions

We assume that a preliminary set of scenarios exists and that the information regarding

process’s states is available (this information can be directly provided in scenarios or

obtained by an approach like the one described in Chapter 3). For this purpose, we

assume that only three scenarios (m2, m3, and m4) of the four scenarios of Figure 3.1

are available for the ATM as depicted in Figure 4.2.

The concept of process’s states can be seen in Figures 4.2 and 4.3 where the states of

ATM after sending ‘request password’ are the same, both for the two request password

messages in m2 as well as for the request password message in scenarios m3 and m4. This

means that from ATM’s perspective, two states qm2
3 and qm2

7 in Figure 4.3 have the same

state values and are identical.

4.2.2 Criteria for Merging Identical States

A common practice in behaviour modeling is to merge identical states of the process from

different eFSMs [81, 82, 22, 28, 29]. In contrast, we take a different approach where we

differentiate between identical states of Case i) and identical states of Case ii) as they

are defined by Definition 7 in Chapter 3. This is because merging of identical states

of Case i) (recall that this kind of merge is also used in converting an NFA to a DFA)

does not create new behaviours for a process (the language accepted by the resulting

DFA is the same as the NFA). However, merging identical states of Case ii) creates new
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behaviours for a process in terms of new paths in the resulting DFA. Thus, after identical

states of a process are detected, we cannot simply merge them to obtain a state machine

for the process. Rather, we merge identical states if the new behaviour that could be

generated as the result of this merge is allowed by the system’s architecture expressed by

scenarios (to be more specific, processes, messages, and the order between events). The

only exception that we make is when a certain behaviour is not allowed by scenarios, but

considering the domain knowledge that is used in detecting identical states, the behaviour

is allowed (see Case iv) of Definition 8 and its related discussion). In this case, we let the

domain knowledge override the partial order of events defined in the scenarios. In other

words, between generalization and harnessing overgeneralization, the priority is given to

generalization.

Figure 4.4 shows a general case where two identical states qs and qt of two state

machines A and B for the process i are merged into a single state q. as, as+1,..., are

send or receive messages for the process from scenario m, whereas bt, bt+1, ..., are send

or receive messages for the process from scenario n. Thus, ...as shows a sequence of send

and receive messages that ends in as and bt+1... shows a sequence that starts with bt+1.

A possible emergent behaviour in Figure 4.4 is the sequence ...asbt+1... (or ...btas+1...)

where ...as shows a behaviour from state machine A whereas bt+1... is a behaviour from

state machine B. In other words, the possible emergent behaviour ...asbt+1... is obtained

from a combination of the behaviour from A with the one from B.

Now, we shall look for criteria under which ...asbt+1... is possible, where our purpose

is to avoid generalization (in terms of merging states) unless checking of those criteria

allows to do so.

Having said this and depending on whether bt+1 is a send or receive message for

process i, to have ...asbt+1... as the result of merging qs and qt, one of the following

should hold:
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Figure 4.4: Two identical states qs and qt of state machines A and B are merged.

i) bt+1 is a send message for process i. Therefore, nothing can prevent i from send-

ing bt+1 when it is in state q and generate the emergent behaviour ...asbt+1...

ii) bt+1 is a receive message for i and the following holds: in scenario m another process,

say j, can send bt+1 to i even when as+1 does not happen for it. Furthermore, in m,

process i receives bt+1 after as+1. In this case, again the emergent behaviour ...asbt+1...

can happen

iii) i stops after bt. In other words, qt is a final state for B. In this case if as+1 is a

send message for i, then i has initiative to send (because of the state machine A) or stop

to send (because of the state machine B) as+1 when it is in state q. As a result, when

the process stops sending as+1, the emergent behaviour ...as will happen. In other words,

process i stops after executing the sequence of ...as, while according to the scenario m

and the state machine A, it must continue with message as+1

Criteria i) and iii) represent a condition where the process has initiative either to

send or to stop sending a message, whereas criterion ii) represents conditions over two

processes involved in sending and receiving a message. This latter case can be justified

using our basic rule outlined before, that is: we look for any evidence in scenarios that

allows for emergent behaviours. Because bt+1 is a receive message for the process, we
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should look for an evidence that shows the process is able to receive bt+1 after as happens

for it. Therefore, first there must be a process j 6= i in m that sends bt+1 to i. Second,

process j must be able to send bt+1 to i even when as+1 does not happen for i because if

as+1 is a necessary condition to have bt+1 sent by j, then by removing as+1, j will not be

able to send bt+1. As a result, i will not be able to receive bt+1, and thus, the emergent

behaviour ...asbt+1... will not be possible. Also, the requirement to receive bt+1 after as+1

is to ensure that bt+1 is not consumed by i before as+1 otherwise bt+1 would be simply

one of the messages in the sequence ...as and it would be impossible to have the emergent

behaviour ...asbt+1....

Note that, since the aforementioned criteria are defined over scenarios, regardless of

the particular semantics of sequence diagrams, they can be automatically checked using

syntactic constructs employed in the definition of sequence diagrams. These syntactic

constructs include processes, events and messages, partial order between events, and

similar states provided by or obtained from sequence diagrams. More specifically, for

criteria i) or iii) we need respectively to check whether or not a message is a send message

or a state is a final state for a given process. For criterion ii), we need to check whether

a process is receiving a given message in a sequence diagram and does the partial order

between events of the sequence diagram (or the state information of the sending process

obtained from the domain knowledge) allows for receiving the message (see Section 4.5).

To put this in a more formal description, we can use the notation introduced in

the definition of eFSMs. We assume that two identical states qm
j = qs and qn

k =

qt of two eFSMs Am
i = (Sm, Σi, δ

m, qm
0 , qm

f ) and An
i = (Sn, Σi, δ

n, qn
0 , qn

r ) (m and n

could be the same) are merged into a single state q. A possible emergent behaviour

is the sequence m|i[0]m|i[1] · · ·m|i[j − 1]n|i[k]n|i[k + 1] · · ·n|i[r − 1] where k 6= r, or

m|i[0]m|i[1] · · ·m|i[j−1] where j 6= f and k = r. These emergent behaviours are possible

under the following conditions:
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i) Message n|i[k] is a send message for process i. Therefore, process i has initiative to send

message n|i[k] when it is in state q and we get the new sequence m|i[0]m|i[1] · · ·m|i[j −

1]n|i[k]n|i[k + 1] · · ·n|i[r − 1]

ii) Message n|i[k] = i?l(c), l ∈ P , c ∈ C, is a receive message for process i and in

MSC m process l sends a message with content c to process i (l!i(c)) such that process i

does not receive this message before the event of m|i[j] in m and by removing the event

of m|i[j] in m, still process l can send l!i(c) (in terms of Definition 2 in Chapter 3, the

event of m|i[j] is not a syntactical cause for the event of l!i(c)). In this case, again we

get the new sequence m|i[0]m|i[1] · · ·m|i[j − 1]n|i[k]n|i[k + 1] · · ·n|i[r − 1]

iii) qn
k is the final state of An

i and m|i[j] is a send message for process i. Therefore,

process i has initiative to send or stop to send message m|i[j] when it is in state q and

we get the new sequence m|i[0]m|i[1] · · ·m|i[j − 1]

iv) Case ii) holds except that by removing the event of m|i[j] in m, process l cannot

send l!i(c) anymore. Then, there exists a smallest s such that the event of m|i[j] is a

syntactical cause for the event of m|l[s]. In this case, process l still can send message

m|l[t] = l!i(c) without waiting for the event of m|i[j] to happen and create the sequence

m|i[0]m|i[1] · · ·m|i[j−1]n|i[k]n|i[k +1] · · ·n|i[r−1], if two states qm
s−1 and qm

t−1 in Am
l will

be identical (note that Case i) necessarily holds for process l in state qm
s−1 in Am

l )

Note that, Case ii) for Figure 4.4 has resulted in two Cases ii) and iv). In particular,

Case iv) shows a situation where sending of message l!i(c) is not allowed by the partial

order defined in m when the event of m|i[j] is removed. Nonetheless, a pair of identical

states of process l overrides the syntactical causality defined by the partial order in m and
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makes it possible for process l to send l!i(c) regardless of whether message m|i[j] is being

sent or not (this is the case that we allow the domain knowledge overrides the partial

order of scenarios). A formal representation of the above conditions that is amenable for

automatic analysis is given in Definition 8 and is called indeterministic behaviour of a

process.

Definition 8 (Indeterministic behaviour of a process): In a pMSC m, we say process

i has indeterministic behaviour in state qm
j , if there exists a pMSC n and a state qn

k in

An
i = (Sn, Σi, δ

n, qn
0 , qn

r ), such that qm
j and qn

k are identical and one of the following holds:

i) m|i [j] 6= n|i [k] = i!l(c) for some l ∈ P and c ∈ C

ii) m|i [j] 6= n|i [k] = i?l(c) for some l ∈ P and c ∈ C, and for α(e) = m|i[j], e ∈ Ei,

∃e′ ∈ El such that α(e′) = l!i(c), e′ /∈ Se and β(e′) ∈ Se

iii) r = k and m|i [j] = i!l(c) for some l ∈ P and c ∈ C

iv) m|i [j] 6= n|i [k] = i?l(c) for some l ∈ P and c ∈ C, and for α(e) = m|i[j], e ∈ Ei,

∃es, et ∈ El such that: es is the smallest event of El in Se, α(et) = l!i(c), and qm
s−1

and qm
t−1 are identical states for process l (note that, process l has also indeterministic

behaviour in state qm
s−1)

For FIFO queues between processes, when m|i[j] is a receive message, in Case ii) of

Definition 8 it is also required that m|i[j] is sent by a process other than l. Note that

out of Definition 8, it is not possible to get the new sequence m|i[0]m|i[1] · · ·m|i[j −

1]n|i[k]n|i[k + 1] · · ·n|i[r− 1] or m|i[0]m|i[1] · · ·m|i[j− 1] as the result of merging qm
j and

qn
k .
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4.3 Synthesis Algorithm

Based on what we have already presented in Chapter 3 regarding identical states and

considering Definition 8, Figure 4.5 shows a flowchart for synthesizing a behaviour model

for process i from a set of scenarios (MSCs) M . It is assumed that for all i ∈ P and

m ∈ M , eFSMs Am
i are available.

In the flowchart of Figure 4.5, when for two identical states qm
j and qn

k of process i,

the process has indeterministic behaviour in qm
j because of qn

k , there would be an epsilon

transition from qm
j to qn

k . At the end, when epsilon transitions are removed, the sequence

of transitions after state qn
k would be appended to the sequence of transitions before qm

j ,

which can cause an emergent behaviour for the process. Accordingly, merging of qm
j

and qn
k will be accomplished by drawing two epsilon transitions with opposite directions

between them.

The result of applying the algorithm of Figure 4.5 to the ATM process is the same as

Figure 3.6 (Chapter 3) since checking the criteria of Definition 8 results in merging all

the pairs of identical states of ATM exactly the same as they were merged in Chapter 3.

This fact will be illustrated in Section 4.4 for a pair of identical states (qm2
3 and qm2

7 ) of

ATM that were also merged in Figure 3.6 (Chapter 3).

4.4 Emergent Behaviours

In this section, we show how the flowchart of Figure 4.5 can result in emergent behaviours.

Consider Figure 4.3 and its two identical states (qm2
3 and qm2

7 with the same state of

requesting password). Since both messages after these states are receive messages for

ATM, Cases ii) and iv) of Definition 8 need to be checked. In other words, it should be

checked whether or not the process (user) that sends these messages to ATM is able to

send them.
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The outgoing transitions from states qm2
3 and qm2

7 are respectively the enter password

and the cancel messages, which are two send events for the user that occur after a pair

of identical states for it (remember from Section 3.3.2 in Chapter 3 that except its final

state all the states of the user have the state value of 1 and therefore, they are identical).

Therefore, Case i) of Definition 8 applies to the user and the states after two request

password will be merged for the user. This means that the user can either send ‘enter

password’ or ‘cancel’ after receiving of ‘request password’. Consequently, ATM also can

either receive ‘enter password’ or ‘cancel’ after sending of ‘request password’. Thus, Case

iv) of Definition 8 applies for ATM for states qm2
3 and qm2

7 and these states can be merged

(according to the flowchart of Figure 4.5, there would be two ε transitions between these

two states). As the result of this merge, the state machine of Figure 4.6a) will be obtained

from Figure 4.3.

Figure 4.6a) shows an emergent behaviour for ATM that is shown in Figure 4.6b)

in terms of a scenario. This is a valid scenario for ATM that is ignored in the original

specification given by m2, m3, and m4. The system analyst (see Figure 4.1) can enrich

the scenario specification for the ATM system by adding the scenario of Figure 4.6b)

to the scenarios of Figure 4.2 and starts a new cycle of behaviour modeling, emergent

behaviour detection, and correction.

4.5 Harnessing Overgeneralization

In Section 4.3 and through ATM example, we presented a case where an overlooked emer-

gent behaviour was created as the result of merging two identical states for ATM after

checking indeterministic behaviour for those states. In this section, we show how check-

ing indeterministic behaviour in the flowchart of Figure 4.5 can prevent from spurious

emergent behaviours that otherwise must be resolved by the system analyst.
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Consider Figure 4.7, which shows a single scenario for an Alarm Clock system that

is studied in [22] and assume that we want a behaviour model for the controller process.

The state machine for the controller process is shown in Figure 4.8.

As can be seen in the figures, states q1 and q5 are identical states (because they

have the same state values denoted by the label ‘Displaying time’). However, this pair of

identical states cannot be merged. The reason is that the outgoing transitions for both q1

and q5 are receive messages and hence, Cases i) and iii) of Definition 8 are not applicable.

Also, the receive of ‘set alarm time’ is necessary for the controller to send ‘register’, which

in turn is necessary for the timer to send ‘alarm time reached’ (see Figure 4.7). This

means that the timer unit cannot send ‘alarm time reached’ to the controller unless ‘set

alarm time’ is received by the controller. Thus, Cases ii) and iv) of Definition 8 do not

hold either and as the result, q1 and q5 cannot be merged. Therefore, the final state

machine for the controller process would be the same as the state machine of Fig. 4.8.

Note that, a synthesis method such as the one proposed in [22] (that does not have

a mechanism to control overgeneralization) would output the behaviour model shown in

Figure 4.9 in which q1 and q5 are merged and it shows the spurious emergent behaviour:

display time, alarm time reached, ... (the thicker path in the figure). The path display

time, alarm time reached, ... that in the first look seems a harmful behaviour ([22]) is

a spurious emergent behaviour since it is not allowed by the scenario of Figure 4.7. In

other words, ‘alarm time reached’ cannot happen for the controller until ‘register’ would

have happened for the timer, and this message cannot happen for the timer until ‘set

alarm time’ would have happened for the controller.
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4.6 Summary

In the current practice in synthesis of behaviour models, similar states in different state

machines will be merged in order to obtain a single state machine for the behaviour of

each process. This practice resulted in different approaches for identifying similar states

and generating state machines from scenarios [76, 84, 81, 66, 79, 22, 71, 29]. However,

a common problem for these approaches is that they result in (spurious) emergent be-

haviours that are usually validated and resolved one way or the other by the system

analyst.

The aim of this chapter was to show that looking into the information provided

by scenario-based specifications is a way to assist in automatically resolving spurious

emergent behaviours that otherwise puts their burden on the system analyst. Specifically,

we defined a set of criteria over sequence diagrams that while still allows for generalizing

partial behaviours, it prevents from overgeneralization. Furthermore, these criteria can

be checked using an automated syntax checker and are independent of the particular

semantics assumed for sequence diagrams such as synchronous/asynchronous, FIFO/non-

FIFO buffers, etc.
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Figure 4.5: Flowchart for synthesizing a behaviour model for process i from scenarios.

70



Figure 4.6: a) A state machine obtained from Figure 4.3 by merging states qm2
3 and qm2

7 ;
b) An emergent behaviour for ATM that can be added to the set of scenarios of Figure
4.2.

Figure 4.7: Sequence diagram for an Alarm
Clock system. Figure 4.8: State machine for the

controller process.
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Figure 4.9: Behaviour model of the controller process when identical states are merged
without checking the criteria of Definition 8.
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Part II

EMERGENT SCENARIOS FOR

SCENARIO-BASED

SPECIFICATIONS
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Chapter 5

SAFE REALIZABILITY AND IMPLIED SCENARIOS

So far, we considered the behaviour of individual processes where starting from scenarios,

process’s behaviour models can be synthesized. We also studied how emergent behav-

iours arise for processes and how they could reveal overlooked system’s functionalities.

Overgeneralization was addressed as a side effect of generalizing instance behaviours

in scenarios and indeterministic behaviour of processes was defined in order to harness

overgeneralization.

In this chapter and also Chapter 6, we consider implementation problems that are

solely due to scenario specifications regardless of a particular synthesis approach used for

deriving behaviour models from scenarios. In other words, even if we fix the behaviour

of all processes as specified in scenarios, we want to see whether it is possible to have an

implementation of the specification such that it exactly executes the behaviours specified

in the specification. This problem is studied in the literature as realizability of scenario-

based specifications and the behaviours that are commonly executed by all system’s

implementations but not specified in its scenario-based specification are called implied

scenarios.

Although, there exist some methods to address and detect implied scenarios, never-

theless, there is no agreement on a well-defined and formalized cause for them. In this

chapter, we will study implied scenarios and its closely related realizability notion called

safe realizability. Furthermore, we show that indeterministic behaviour of processes is

the cause for implied scenarios as in Chapter 4 was the cause for overgeneralization and

thus, we show that these seemingly separate phenomena are created by a common cause.

Safe realizability is a measure that can say whether or not there exists a distributed
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implementation of the specification such that it is deadlock free and shows exactly the

behaviours specified in the specification [21, 25, 26]. A realization (or a distributed

implementation) of an MSC specification is the concurrent execution of state machine

models of processes. If there exists such a realization that is deadlock free and shows

exactly the behaviours specified by the specification, it is said that the specification is

safely realizable. If on the other hand, there is no such realization, there would be some

implied scenarios that are not part of the specification but part of the behaviour of any

concurrent automata covering the specification.

In this chapter, it will be shown that safe realizability of MSC specifications (in the

presence of hMSCs) can be reduced to safe realizability for a set of MSCs. Based on this

result, an algorithm will be presented that checks whether or not MSC specifications are

safely realizable. In Chapter 6, we will extend the notion of safe realizability to address

a class of emergent behaviours that are not covered by the theory of implied scenarios.

5.1 Background

Implied scenarios are a problem for distributed implementations of MSC specifications

[21, 23, 27]. An implied scenario is usually defined as a behaviour that is executed

by every distributed implementation of an MSC specification while it is not explicitly

specified in the specification (formal definition for implied scenarios will be presented in

this chapter).

The example of the process control system of Figure 5.1 and its associated scenarios

in Figure 5.2 show how implied scenarios can be problematic for a system.

In this system, it is assumed that there are two chambers that are initially filled with

the same gas at the same pressure and volume. Also, isothermal condition is assumed for

two chambers. Each chamber has a valve connected to a pressure controller and a piston
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Figure 5.1: A process control system.

Figure 5.2: Two scenarios (MSC1 and MSC2) for the system of Figure 5.1. These
scenarios can imply another scenario (MSC3) that could be unsafe for the system.

connected to a volume controller. The pressure controller can measure the pressure of

each chamber and increase (or decrease) the pressure of chambers (by pumping or suction

of extra gas) by a constant value (indicated in Figure 5.2 by the pressure message), while

the volume controller can measure the volume of each chamber and increase (or decrease)

the volume of chambers by a constant value (indicated in Figure 5.2 by the volume mes-

sage). The measurement of the pressure and the volume of chambers by two controllers

is irrelevant to our discussion and are excluded from Figure 5.2. For instance, Figure 5.3

shows a version of MSC1 in Figure 5.2 with messages for the measurement of the pressure
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Figure 5.3: A more realistic version of MSC1, containing measurements messages.

and the volume in which the controllers send the pressure or the volume messages after

having the required measurements (the measure of pressure and the measure of volume

messages) from chambers.

Suppose that one of the safety requirements for this system is to have the product of

the pressure and the volume of two chambers the same at the end of each scenario. In

MSC1, first the pressures of two chambers are increased by the same value (P in Figure

5.3) via controller 1 or C1 and then their volumes are increased by the same value (V

in Figure 5.3) via controller 2 or C2. In contrast for MSC2, first the volumes of two

chambers are increased by the same value and then their pressures are increased by the

same value. Obviously, at the end of both MSC1 and MSC2, the product of the pressure

and the volume of two chambers are the same, simply because the same action is applied

in the same order to both chambers. However, based on MSC1 and MSC2 nothing can

prevent a scenario like MSC3 to occur (implied by MSC1 and MSC2) because in MSC3,

C1 and C2 have the same behaviour as in MSC1 or MSC2, chamber 1 has the same

behaviour as in MSC1, while the behaviour of chamber 2 is the same as in MSC2. Thus,

the behaviour of individual processes in this scenario is valid according to MSC1 and

MSC2. However, MSC3 is an unsafe scenario for this system because the product of the

pressure and the volume of two chambers are not the same when the scenario ends. This

is because in MSC3, for chamber 1 or CH1 first the pressure is increased by a constant

value via C1 and then, when C2 increases the volume of CH1 by a constant value, it
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will certainly decrease the whole pressure of CH1 including the constant value that is

added by C1. But, the story for CH2 is different since for this chamber first the volume

is increased by a constant value via C2 and then, its pressure is increased by the same

constant value as for CH1 via C1 while this increase in the pressure will not be further

changed. Another way to verify this fact is to write the gas equations for both chambers

as they are going through MSC3.

5.2 Definitions

In this section, we briefly review concurrent automata, safe realizability, and implied

scenarios [24].

Concurrent automata. With asynchronous message setting between processes, the

behaviour of process i can be specified by an automaton Ai over the alphabet Σi with

the following components:

1) a set Qi of states

2) a transition relation δi ⊆ Qi × Σi ×Qi

3) an initial state q0 ∈ Qi

4) a set Fi ⊆ Qi of accepting states

Then, the joint behaviour of automata Ai is defined as their asynchronous product∏
i∈P Ai (see Section 5.4.2 for details).

The language L(A) over the alphabet Σ =
⋃

i∈P Σi of the product automaton A is

defined as all possible execution of A that end in an accepting state.

Scenarios as words in a formal language. In [21], scenarios are treated as words

in a formal language, which is defined over the alphabet Σ. For any MSC m in a set of

MSCs M , any word ω over Σ obtained by first considering a sequence of events of m that

respects its partial order ≺, and then replacing each event by its label (as defined by the
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mapping α in Definition 1 in Chapter 3) is called a linearization of m. The language

L(M) of M consists of all the words ω over Σ for which there exists an m ∈ M such

that ω is a linearization of m. Also, similar to the projection of MSCs on processes, for

a word ω ∈ L(M) over the alphabet Σ its projection ω|i on process i is defined to be the

subsequence of ω that involves the send and receive events of process i.

A set of MSCs M is said to be safely realizable iff there exists a concurrent automata

A =
∏

i∈P Ai such that A is deadlock free and L(M) = L(A) where a deadlock is defined

as follows: A reachable state q of the product A =
∏

i∈P Ai is said to be a deadlock state

if no accepting state of A is reachable from q. Implied pMSCs on the other hand are

those pMSCs that violate safe realizability of MSC specifications. Formally, a word ω′

over the alphabet Σ is called an implied pMSC for a set of MSCs M iff for all product

automata A =
∏

i∈P Ai for which L(M) ⊆ L(A), either ω′ leads to a deadlock state in A

or ω′ ∈ L(A) and ω′ /∈ L(M) [21, 26, 27].

An alternative definition for implied pMSCs is based on the projections of the MSCs

in M . Let prefix(L(M)) denotes the set of prefixes of all the words in L(M). Then, we

can give the following definition for implied pMSCs:

Definition 9 Implied pMSCs. A word ω over the alphabet Σ is an implied pMSC for a

set of MSCs M if one of the following holds:

• ∀i ∈ P , ∃m ∈ M , such that ω|i is a prefix of m|i and ω /∈ prefix(L(M))

• ∀i ∈ P , ∃m ∈ M , such that ω|i = m|i and ω /∈ L(M)

Note that, even though the prefix relation is reflexive, we might have that ω ∈ prefix(L(M))

but ω /∈ L(M). Thus, the definition is given by two conditions.

Having implied pMSCs defined, safe realizability ([21, 26]) can be defined as follows:

Definition 10 Safe realizability for a set of MSCs. A set of MSCs M is said to be safely

realizable iff there exists no implied pMSCs for M .
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5.3 Implied pMSCs and Indeterministic Behaviour of Processes

In this section, we explain how implied pMSCs are related to the process’s behaviour.

Scenarios are expressed here in MSC notation as the requirements specifications. Also,

state machines are used as the behaviour models of processes whose concurrent execution

models system’s behaviour.

In Chapter 4, it was shown that emergent behaviours for processes are created only

if Case ii) of Definition 7 (in Chapter 3) holds i.e. there exists a pair of identical states

with the same state value. On the other hand, when studying the realizability of MSC

specifications, no emergent behaviour is allowed for processes. Therefore, using Case i)

of Definition 7 in Chapter 3, we can represent Cases i), ii) and iii) of Definition 8 in

Chapter 4 as:

Definition 11 (Indeterministic behaviour of a process when Case i) of Definition 7 in

Chapter 3 holds for a pair of identical states): In a pMSC m = (E, α, β,≺), we say

process i ∈ P has indeterministic behaviour because of another pMSC n, if one of the

following holds:

i) m|i[l] = n|i[l] for 0 ≤ l < k ≤ ‖m|i‖, and we have m|i[k] 6= n|i[k] = i!j(c), for

some j ∈ P and c ∈ C

ii) m|i[l] = n|i[l] for 0 ≤ l < k ≤ ‖m|i‖, m|i[k] 6= n|i[k] = i?j(c), for some j ∈ P

and c ∈ C, and for α(e) = m|i[k], e ∈ E, ∃e′ ∈ E such that α(e′) = j!i(c), e′ /∈ Se and

β(e′) ∈ Se

iii) m|i[l] = n|i[l] for 0 ≤ l < ‖n|i‖, and we have m|i[‖n|i‖] = i!j(c), for some j ∈ P and

c ∈ C
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As a result, in this chapter and also Chapter 6, instead of Definition 8 in Chapter

4 we use this definition for indeterministic behaviour of processes. Especially, Cases i)

and ii) of Definition 11 are discussed in this chapter while Case iii) will be addressed in

Chapter 6.

Now, consider Figure 5.4, which shows two scenarios in MSC notation with three

processes C1, C2, and C3. Figure 5.5 shows two state machines for describing the behav-

iour of process C1 in MSC4 and MSC5, and Figure 5.6 is the union of two state machines

of Figure 5.5.

Figure 5.4: Two MSCs.

Figure 5.5: Two state machines for describ-
ing behaviour of process C1 in two scenarios
of Figure 5.4.

Figure 5.6: The union of two state
machines of Figure 5.5. Figure 5.7: An implied pMSC ob-

tained from MSC4.

In Figure 5.6 and from C1’s perspective, after sending message c, there exists no rule

to tell the next event that must happen on process C1. The immediate consequence of

this lack of rule for process C1 is that starting by MSC4 and after message c, C1 can send

message e instead of what is supposed to do in MSC4, which is the receive of message d.

This choice of action for a process is what we defined as Case i) of Definition 11. Because

of the indeterministic behaviour of C1 in MSC4, an implied pMSC will be obtained from

MSC4 which is depicted in Figure 5.7 (note that this scenario in not a prefix of MSC4
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or MSC5). The circle at the head of an arrow indicates that the receive part of that

message may not exist.

As another case for implied scenarios consider Figure 5.8. Again, from C1’s perspec-

tive and based on MSC6 and MSC7, after sending message c there exists no rule to tell

the next event that must happen on this process. Also, in MSC6 there is no rule for

sending message f by process C2 after receiving of message e by process C1 (there is

no order between sending of message f and receiving of message e). In other words,

the receive event of message e is not a syntactical cause (see Definition 2 in Chapter 3)

for the send event of message f . Thus, in MSC6 message f can be sent by process C2

without waiting for the receive of message e by process C1 and the behaviour of process

C1 in MSC7 gives the required certificate to process C1 to receive f instead of e. This

situation is the same as what is defined as Case ii) of Definition 11.

As a result, an implied pMSC will be obtained from MSC6 that is shown in Figure

5.9.

Figure 5.8: Two MSCs.
Figure 5.9: An implied pMSC ob-
tained from MSC6.

Considering Cases i) and ii) of Definition 11 and Figures 5.4 to 5.8, we can conclude

that a process i in pMSC m shows indeterministic behaviour because of another pMSC

n, if for the first events e and e′ on process i respectively in m and n that have different

message contents, one of the following holds: i) e′ is a send event (see Figures 5.4 and

5.7 and Case i) of Definition 11); ii) e′ is a receive event like i?j(c), j ∈ P , c ∈ C, and a
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message j!i(c) exists in m such that event e is not a cause for it, so that by removing e,

j!i(c) still can happen (see Definition 2 in Chapter 3), and this message does not have a

corresponding receive event before e (see Figures 5.8 and 5.9 and Case ii) of Definition

11).

Note that, although indeterministic behaviour captures the choice of local actions for a

process that is not problematic by its own, nevertheless, when the process is collaborating

with other processes to fulfill a scenario, it might hinder the intended scenario to be

completed.

Now, we are in a position to relate implied pMSCs to the indeterministic behaviour

of processes.

Proposition 1 If a set of MSCs M is not safely realizable, then there exist MSCs m, n ∈

M and an implied pMSC m′ such that m′ is obtained from m by indeterministic behaviour

of a process i in m because of n.

Proof :

Based on Definition 10, if M is not safely realizable, M must have implied pMSCs.

Suppose that the pMSC o is an implied pMSC for M . Then, remove an event e on a

process i ∈ P in o for which Se = φ (see Definition 2 in Chapter 3) to obtain pMSC

o1, which it is only different from o in the event e. Assume that the projection of o on

process i is a prefix of ni|i for some ni ∈ M . If e is a send event, then according to Case i)

of Definition 11, process i has indeterministic behaviour in pMSC o1 because of MSC ni.

If on the hand, e is a receive event, since o is a pMSC, the corresponding send event e′ of

e (as defined by β) is on a process j 6= i in o. This means that e′ is an unmatched send

event in o1 and thus, by Case ii) of Definition 11, process i has indeterministic behaviour

in pMSC o1 because of MSC ni. Therefore, in either case process i has indeterministic

behaviour in o1 because of ni.
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Now, check whether o1 ∈ prefix(L(M)). If o1 is a prefix of mi ∈ M , then process

i has indeterministic behaviour in MSC mi because of MSC ni ∈ M , which results in

implied pMSC m′ = o. Thus, with m = mi, n = ni, and m′ = o, the proposition is

proved.

If on the other hand, o1 /∈ prefix(L(M)) (o1 is an implied pMSC for M), remove an

event e′ on a process j ∈ P in o1 for which Se′ = φ to obtain pMSC o2 which is only

different from o1 in the event e′. We will do the same check for o2 as we did for o1 i.e. if

o2 is a prefix of mj ∈ M , then process j has indeterministic behaviour in mj because of

MSC nj ∈ M (assuming that the projection of process j in o1 is a prefix of nj|j) which

results in implied pMSC m′ = o1, and if o2 /∈ prefix(L(M)) (o2 is an implied pMSC for

M), remove an event e′′ on a process l ∈ P in o2 for which Se′′ = φ to obtain pMSC o3

which is only different from o2 in the event e′′. If we continue with removing events in

successive or, 0 ≤ r ≤ |E|, o0 = o (|E| is the number of events in o), we will get a pMSC

ok ∈ prefix(L(M)) such that ok−1 /∈ prefix(L(M)) (ok−1 is an implied pMSC for M).

This would happen since finally o|E| is an empty pMSC that is a prefix of L(M).

Then, assuming that ok is a prefix of an MSC m ∈ M and ok−1|i is a prefix of n|i for

some n ∈ M , process i has indeterministic behaviour in m because of n, which results in

an implied pMSC m′ = ok−1. This completes the proof for the proposition. ⊥

As a result of Proposition 1, to check for implied pMSCs of M , it is sufficient to

check whether indeterministic behaviour of processes in members of M result in implied

pMSCs.

A straightforward (but not necessarily efficient) check for this can be done first by

detecting indeterministic behaviour for a process for a pair of MSCs (O(|E|)), and then

by checking whether this indeterminism results in an implied pMSC (O(|M | |P | |E|))

where |E| is the number of events of the MSC that has the maximum number of events
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among members of M . Considering |P | processes and |M | MSCs, the whole check can

be done in time O(|M |3 |P |2 |E|).

5.4 MSC Specifications

An MSC specification consists of a high-level Message Sequence Chart and a set of sce-

narios represented by Message Sequence Charts [26, 23]. A high-level Message Sequence

Chart (hMSC) is a way to structure multiple scenarios (see Chapter 7 for an example

of hMSCs). An hMSC h = (V,→, ν0, Vt, µ) is a graph with a set of nodes V , a binary

relation → over V , an initial node ν0, an optional set of terminal nodes Vt ⊆ V , and a

labeling function µ that maps each node to an MSC in a set of MSCs M . An hMSC h to-

gether with its set of MSCs M define an MSC specification Spec = (h, M). Any sequence

of nodes ν0ν1· · · νk· · · of h that starts at initial node ν0 and νl→νl+1 for 0 ≤ l < k, is an

execution of h. An execution of h that is not a prefix of other executions is called a max-

imal execution. An acceptable execution of h either is a finite execution that terminates

at a terminal node or is a maximal execution (which could be an infinite execution).

5.4.1 Some Choice Node Effects

In this section, we review some problematic choice nodes in hMSCs and show that they

result in indeterministic behaviour for processes. In Section 5.4.3, a more general result

will be presented which shows that the cumulative effect of all choice node properties is

also captured by indeterministic behaviour of processes.

Non-local choice. A non-local choice happens when several processes independently

decide to send messages to other processes [11]. An example of a non-local choice can be

generated with the MSCs in Figure 5.10 by constructing a choice node from which only

the MSCs BASE and NLC (Non-local Choice) can be chosen.

To formally define a non-local choice node, we assume that the following holds:
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1. Spec = (h, M) is normalized: for each branching node, the corresponding MSCs

(as defined by µ) of its successor nodes do not have a common prefix of ordered

sequence of message exchange; and

2. Each process in an MSC m ∈ M exchanges at least one message with other processes

in m

As it is explained in [11], these assumptions simplify the detection of non-local choice

nodes but do not affect the generality of the results. We also use these notations. For

a node ν, succ(ν) denotes all nodes that are reachable from ν through one edge and

firstprocess(ν) denotes the set of processes in µ(ν) that have the ability to send the

first event in µ(ν). Then, a non-local choice node can be defined as follows:

Definition 12 Non-local choice node. A node ν is a non-local choice for Spec = (h,

M), h = (V,→, ν0, Vt, µ), if |succ(ν)| > 1 and one of the following holds:

i) ∃νk, νl ∈ succ(ν): firstprocess(νk) 6= firstprocess(νl)

ii) ∃νk ∈ succ(ν): |firstprocess(νk)| > 1

Now, we show that when a non-local choice exists, some processes must have indeter-

ministic behaviour.

Proposition 2 For any non-local choice node ν for Spec = (h,M), at least one process

has indeterministic behaviour in µ(νk) because of µ(νl) where νk, νl ∈ succ(ν).

Proof :

If ν is a non-local choice node for Spec = (h,M), h = (V,→, ν0, Vt, µ), we must have

|succ(ν)| > 1 and one of the following holds:

i) ∃νk, νl ∈ succ(ν): firstprocess(νk) 6= firstprocess(νl)

ii) ∃νl ∈ succ(ν): |firstprocess(νl)| > 1
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The fact that |succ(ν)| > 1 shows that at least there exist two nodes νk ∈ succ(ν) and

νl ∈ succ(ν). Then, if i) holds, it shows that there is a process i for instance in µ(νl) that

can send a first event in µ(νl) but cannot send a first event in µ(νk), which means that

the first event for process i in µ(νk) is different from the one in µ(νl). As a result (based

on Case i) of Definition 11) process i has indeterministic behaviour in µ(νk) because of

µ(νl).

On the other hand, if ii) holds, it shows that at least two processes can send first

events in µ(νl). Because we assumed that h is normalized, the first event for at least one

process, say i, that can send a first event in µ(νl) must be different from a first event for

that process in µ(νk) for some νk ∈ succ(ν). This shows (based on Case i) of Definition

11) that process i has indeterministic behaviour in µ(νk) because of µ(νl). Thus, the

proposition is proved. ⊥

For instance, for the non-local choice node that we built from the MSCs BASE and

NLC, observe that the projection of the MSC BASE on process i has the event of sending

of message a, while the projection of the MSC NLC on this process has the event of

receiving of message b. Therefore, (based on Case i) of Definition 11), process i has

indeterministic behaviour in the MSC NLC because of the MSC BASE.

There are some conflicts in the literature on non-local choice and implied scenarios

[86]. In fact, the motivation of the work in [86] for introducing indeterministic choice

and race choice is to resolve these conflicts. In the following, we review these choice node

properties.

Race choice. The definition of race choice is given in [86] as follows. A node is defined

to be a race choice node for a process i if the following holds: there are two different

successor nodes k and l for process i such that i’s first action in k is a receipt of message

x and in l it is a receipt of a different message y, and such that starting with node l a
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Figure 5.10: MSCs for illustrating choice nodes.

message x may be sent to i before process i performs any action.

An example of a race choice can be generated by constructing a choice node from

which only the MSCs BASE and RC (Race Choice) in Figure 5.10 can be chosen. The

problem with this choice node is that in the MSC RC it would be possible for process j

to receive message a before message c thus producing an implied scenario.

If we compare the definition of a race choice with Case ii) of Definition 11, it shows

that the former is a restricted version of the latter. In fact, Case ii) of Definition 11

gives the syntactical condition under which “message x may be sent to i before process i

performs any action”. But, the difference between these two is that Case ii) of Definition

11 is more general in that it is not required that message y be necessarily a receive event.

Note that, the type of queues between processes can change choice node properties.

To see this for race choice, assume that FIFO queue holds between processes. In this

case, if x and y are being sent by the same process (different than i), message x cannot

be received by process i before message y, even though starting with node l message x

may be sent to i before process i performs any action. Thus, there is no possibility that

an implied scenario happens.

Indeterministic choice. An indeterministic choice node as defined in [86] is a node,

which some of its successor nodes have a common first receive message. An example of

indeterministic choice can be generated by constructing a choice node from which only

the MSCs BASE and NDC (Non-deterministic Choice) in Figure 5.10 can be chosen.

While in [86] indeterministic choice is introduced as a separate property of choice
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nodes, we do not see any reason to recognize indeterministic choice as a separate property

since if the definition of race choice would not have been restricted to “receipt of different

messages” (in terms of the race choice definition, the possibility of “x=y” is considered),

it will cover the indeterministic choice case.

So far, we showed how choice node properties result in indeterministic behaviour

for processes. In Section 5.4.3, we complete these results by showing that the cumula-

tive effect of all choice node properties (in terms of implementation problems of MSC

specifications) is also captured by indeterministic behaviour of processes.

5.4.2 Safe Realizability for MSC Specifications

To associate a language with Spec = (h, M), we need to define concatenation of two

MSCs m and m′. The concatenation of MSCs m = (E, α, β,≺) and m′ = (E ′, α′, β′,≺′)

defines the MSC m.m′ = (E∪E ′, α∪α′, β∪β′,≺′′), where ≺′′ is the transitive closure of:

≺ ∪ ≺′ ∪ {(e, e′) ∈ Ei ×E ′
i, for some i ∈ P}. Then, the language L(Spec) of Spec = (h,

M) is all the MSCs (or words over the alphabet Σ) of the form µ(ν0). µ(ν1). · · · . µ(νk).

· · · , ν0, ν1, · · · , νk ∈ V , in which the sequence ν0ν1· · · νk· · · is an acceptable execution of

h.

To define distributed implementations for MSC specifications in which hMSCs provide

infinite executions for a system, we use Labeled Transition Systems (LTSs) [28], because

in contrast to FSMs that only allow for finite executions, LTSs allow for both finite and

infinite executions defined by hMSCs (for instance, the hMSC for the Boiler Control

system given in Chapter 7 includes infinite executions for the system). An LTS Ti over

the alphabet Σi is defined for a process i similar to an automaton (FSM) except that for

an LTS the set of accepting states can be empty.

Labeled Transition System. A Labeled Transition System (LTS) over the alphabet

Σi is defined as:
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1) a set Qi of states

2) a transition relation δi ⊆ Qi × Σi ×Qi

3) an initial state q0 ∈ Qi

4) a set Fi ⊆ Qi of accepting states where we can have Fi = φ (Fi can be empty)

The following algorithm shows how an LTS is obtained for process i.

Algorithm 1. Extracting process’s LTSs from Spec = (h, M)

1. For all the MSCs m ∈ M obtain an automaton Am
i that accepts m|i

2. For each node νl ∈ V for which µ(νl) = m ∈ M , obtain all the nodes νk ∈ succ(νl),

µ(νk) = n ∈ M

3. Beginning with the initial node ν0 and for all νl ∈ V , connect the accepting state of

Am
i to the initial state of each An

i with an ε transition to obtain an indeterministic

LTS with ε transitions. If νl is a terminal node of h, then mark the accepting state

of Am
i as an accepting state of the LTS

4. Remove ε transitions and obtain a minimized LTS Ti

Note that, the LTS Ti might be indeterministic in the sense that for a pair of outgoing

transitions ’x’ and ’y’ from a state ’q’, we might have ’x = y’.

Definition 13 (Paths and executions of an LTS): A path r = q0ω0q1ω1 · · ·ωk−1qk of

the LTS Ti is a sequence of states and transitions for which q0 is the initial state of

Ti and (qu, ωu, qu+1) ∈ δi, 0 ≤ u < k. An execution of Ti is a word ω = ω0ω1 · · ·ωk

over the alphabet Σi such that ω is obtained by removing all the states from a path

r = q0ω0q1ω1 · · ·ωkqk of Ti. Then, we say r generates ω.
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Thus, like FSMs, any word ω over the alphabet Σi that brings an LTS Ti from its

initial state to any state in Ti is an execution of Ti. Note that, for a given word ω there

might be several corresponding paths in Ti that generate ω.

Definition 14 (Derived paths of an LTS): A path s′ = q0ω
′
0q

′
1ω

′
1 · · ·ω′

k′−1q
′
k′ · · · of the

LTS Ti is derived from another path s = q0ω0q1ω1 · · ·ωk−1qk · · · of the LTS Ti, if s′ can

be obtained from s by repeating some sequences of states and transitions quωu · · ·ωv−1qv

in s, 0 ≤ u, v ≤ k. The set of all paths of Ti that can be derived from a path s in Ti is

denoted by Ps.

Definition 15 (Derived words of an LTS): We say a word ω is derived from a path s

if there exists a path s′ ∈ Ps such that s′ generates ω. The set of all words that can be

derived from s is denoted by Ws.

A path of an LTS might include loops. Formally, for a path r = q0ω0q1ω1 · · ·ωkqk of the

LTS Ti, a sequence quωu · · ·ωv−1qv, 0 ≤ u, v ≤ k, is a loop in r if u = v. Loops might

cause a single execution to be generated by several paths for indeterministic LTSs. But,

the relation between paths and executions is one-to-one for deterministic LTSs.

Having a many-to-one relation between paths and executions for an indeterministic

LTS might create a kind of redundancy for an LTS where paths that are able to generate

different executions also generate common executions. Thus, we define non-redundant

LTSs to capture this redundancy.

Definition 16 (Non-redundant LTS): An LTS Ti is non-redundant if for any two paths

r and s of Ti for which Wr 6= Ws, we have that Wr ∩Ws = φ where φ is the empty set.

Note that, an indeterministic LTS might be redundant or non-redundant. However,

any deterministic LTS is non-redundant. This fact is shown by the following lemma.

Lemma 1 Any deterministic LTS is non-redundant.
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Proof :

Consider two paths r = q0ω0q1ω1 · · ·ωkqk and s = q0ω
′
0q

′
1ω

′
1 · · ·ω′

k′q
′
k′ of a deterministic

LTS Ti. Because Ti is deterministic and r and s are different paths, ∃u such that for all

0 ≤ x ≤ u, we have qx = q′x, and ωu 6= ω′
u. As a result, quωu that is a sequence in any path

in Pr and quω
′
u that is a sequence in any path in Ps would be different. Consequently, we

must have Wr 6= Ws and Wr ∩Wr = φ, and the lemma is proved. ⊥

The language of an LTS Ti is defined by maximal executions of Ti. A maximal

execution of Ti is an execution of Ti that is not a prefix of other executions. The language

L(Ti) consists of all the words ω over the alphabet Σi such that ω either is a finite

execution of Ti that ends in an accepting state or is a maximal execution of Ti (which

can be infinite).

Next, we define the asynchronous product of the LTS’s Ti. Note that, the asynchro-

nous product automata discussed in Section 5.2 is also defined similarly based on local

automata Ai.

We start with the buffers between processes and for each ordered pair (i, j) of processes,

two message buffers Bs
i,j and Br

i,j are defined. Bs
i,j stores the messages that have been

sent by process i but are still in transit and not yet accessible by process j and Br
i,j stores

messages that have already reached process j but are not accessed and removed from the

buffer by process j. All the buffers are words over the set of message contents C. We

also define the following operations on the buffers. isTrue(Br
i,j, c) returns true if Br

i,j

contains the message c in the front and returns false otherwise; append(Bs,r
i,j , c) appends

message c to the buffer Bs,r
i,j ; and remove(Bs,r

i,j , c) deletes message c in front of the buffer

Bs,r
i,j . Then, the product LTS T =

∏
i∈P Ti = (Q, Σ, δ, q0, Qf ) with asynchronous message

passing is defined as follows:

Q: A state q ∈ Q consists of the local states qi of local LTS’s Ti, along with the contents
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of the buffers Bs
i,j and Br

i,j.

q0: The initial state q0 of T is given by having all the local LTS’s in their start states q0
i ,

and by having every buffer empty.

δ: The transition relation δ ⊆ Q × (Σ ∪ {τ}) × Q (the τ transitions model the transfer

of messages from the sender to the receiver) is the smallest relation satisfying following

rules:

• q={q1,q2,··· ,qi,··· ,Bs
i,j ,Br

j,i,··· ,Br
l,k}, (qi,i?j(c),q

′
i)∈δi, isTrue(Br

j,i,c)

q′={q1,q2,··· ,q′i,··· ,Bs
i,j ,remove(Br

j,i,c),··· ,Br
l,k}, (q,i?j(c),q′)∈δ

• q={q1,q2,··· ,qi,··· ,Bs
i,j ,Br

i,j ,··· ,Br
l,k}, (qi,i!j(c),q

′
i)∈δi

q′={q1,q2,··· ,q′i,··· ,append(Bs
i,j ,c),Br

j,i,··· ,Br
l,k}, (q,i!j(c),q′)∈δ

• q={q1,q2,··· ,qi,··· ,Bs
i,j ,Br

i,j ,··· ,Br
l,k}

q′={q1,q2,··· ,qi,··· ,remove(Bs
i,j ,c),append(Br

i,j ,c),··· ,Br
l,k}, (q,τ,q′)∈δ

Qf : q ∈ Qf if for all processes i, the local states qi of process i in q is accepting, and all

the buffers in q are empty.

The asynchronous product T =
∏

i∈P Ti defines the language L(T ) that consists of all

the words over the alphabet Σ that either are the result of finite executions of T that end

in an accepting state or are the maximal executions of T where τ transitions are dealt

with as usual ε transitions in automata theoretic sense.

Definition 17 A product LTS T ′ =
∏

i∈P T ′
i is a distributed implementation of Spec =

(h, M) if L(Spec) ⊆ L(T ′).

Moreover, similar to deadlock states in the concurrent automata A, we have deadlock

states in the concurrent LTS T ′ =
∏

i∈P T ′
i . However, instead of unreachability of accept-

ing states from a deadlock state q, we require that starting from q only finite executions

are possible that none of them ends in an accepting state.

In the remaining of this section, first the following two lemmas are given, which in

Section 5.4.3 are used for characterizing safe realizability for MSC specifications. Then,

safe realizability will be defined for MSC specifications.

93



Lemma 2 For Spec = (h, M), h = (V,→, ν0, Vt, µ), and any execution ω of Ti, there

exists an execution ν0ν1· · · νk of h such that ω = µ(ν0). µ(ν1). · · · . µ(νk)|i.

Proof :

The proof comes directly from Algorithm 1 in which the concatenation of the au-

tomata for process i is achieved by following the corresponding MSCs in different execu-

tions of h (by starting from ν0 and finding all νk ∈ succ(νl) for each νl ∈ V ). ⊥

Lemma 3 For Spec = (h, M), let Ti be a local LTS obtained by Algorithm 1. Then,

T =
∏

i∈P Ti will be the minimal distributed implementation of Spec = (h, M) i.e. for

any other distributed implementation T ′ =
∏

i∈P T ′
i for Spec, if ω is an execution of T ,

then there exists an execution ω′ for T ′ such that ω is a prefix of ω′.

Proof :

By Lemma 2, since ω is the result of concurrent execution of Ti’s, ∀i ∈ P , we must

have ω|i = µ(ν0). µ(ν1). · · · . µ(νk)|i for some execution ν0ν1· · · νk of h. Now, if ω is

not a prefix of executions of another distributed implementation T ′ =
∏

i∈P T ′
i of Spec

for which L(Spec) ⊆ L(T ′), it means that ω cannot be executed by T ′ =
∏

i∈P T ′
i . This

means that at least one local LTS such as T ′
i cannot execute ω|i. As a result, T ′ would

not be able to execute the MSC µ(ν0). µ(ν1). · · · . µ(νk) with the projection ω|i on

process i. But this is impossible since L(Spec) ⊆ L(T ′), and therefore T ′ must be able

to execute µ(ν0). µ(ν1). · · · . µ(νk). Thus, there must be an execution ω′ for T ′ such

that ω is a prefix of ω′. ⊥

Now, safe realizability for MSC specifications can be defined as follows [23]:

Safe realizability for MSC specifications. An MSC specification Spec = (h, M) is

said to be safely realizable iff there exists a product LTS T ′ =
∏

i∈P T ′
i such that T ′ is
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deadlock free and L(Spec) = L(T ′).

5.4.3 Basic Executions

In this section, we characterize safe realizability in terms of executions of hMSCs. The

bottom line of our approach is to characterize those executions of hMSCs that their

length is as short as possible and guarantee to capture deadlocks and implied scenarios

(if there is any) of Spec.

Definition 18 (Basic paths of an LTS): Let r = q0ω0q1ω1 · · ·ωkqk be a path of Ti (q0 is

the initial state of Ti). Then, r is called a basic path of Ti either if r does not go con-

secutively through any loop and qk is an accepting state of Ti, or r satisfies the following

conditions:

i) r does not go consecutively through any loop

i) For all reachable states qk+1 from qk, qk+1 ∈ {q0, , q1, · · · , qk}

iii) qk−1ωkqk is not a repeated sequence in r

iv) r is not a prefix of any other path of Ti that satisfies i), ii), and iii)

Definition 19 (Basic executions of an LTS): A word ω = ω0ω1 · · ·ωu over the alphabet

Σi is called a basic execution of Ti if ω is generated by a basic path of Ti.

In the definition of basic paths, first we ensure that an execution is extended to

include as many as new reachable states. After it is found that the execution cannot

be further extended, we ensure that no repeated sequence of states and transitions that
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have been traversed before (which their inclusion in the path only increases its length

without exploring new states/transitions), is included in the path.

Now, we are in a position to characterize those executions of the hMSC h that can

determine whether the MSC specification Spec = (h, M) is safely realizable. These

executions are called basic executions of h.

Definition 20 (Basic executions of hMSCs): Let t = ν0ν1 · · · νk, νl→νl+1, 0 ≤ l < k be

an execution of h = (V,→, ν0, Vt, µ). Then, t is called a basic execution of h either if t

does not go consecutively through any loop and νk is a terminal node of h, or t satisfies

the following conditions:

i) t does not go consecutively through any loop

ii) for all reachable nodes νk+1 from νk, νk+1 ∈ {ν0, ν1, · · · , νk}

iii) νk−1νk is not a repeated sequence in t

iv) t is not a prefix of any other execution of h that satisfies i), ii), and iii)

The following lemma relates basic executions of the hMSC h to basic executions of the

local LTSs Ti.

Lemma 4 For Spec = (h, M), let Ti be a local LTS obtained by Algorithm 1. Then,

for any basic execution ω of Ti, there exists a basic execution s = ν0ν1 · · · νk of h, m =

µ(ν0)µ(ν1) · · · µ(νk), such that ω is a prefix of m|i.

Proof :

Consider a basic execution ω of Ti. If ω is generated by a basic path of Ti that

terminates at an accepting state of Ti, then since loops in the LTSs Ti are the projections
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of the loops in h, there exists an execution s = ν0ν1 · · · νk of h that terminates at a

terminal node and for m = µ(ν0)µ(ν1) · · · µ(νk), m|i = ω. Moreover, we can choose

s such that it does not go consecutively through loops. This is because any loop c in

s either has a projection loop ci on Ti or not. If c has a projection ci, then we cannot

go through it consecutively, otherwise m|i = ω will not be a basic execution of Ti. On

the other hand, if c does not have any projection on Ti, then the number of traversing c

has no effect on m|i. Thus, s = ν0ν1 · · · νk is a path in h that does not go consecutively

through any loop and terminates at a terminal node of h, which based on Definition 20

would be a basic execution of h.

On the other hand, if ω is generated by a basic path of Ti that does not end at an

accepting state of Ti, then still there exists an execution s = ν0ν1 · · · νk−1νk of h such

that for m = µ(ν0)µ(ν1) · · · µ(νk), ω is a prefix of m|i. Also, we still can choose s such

that it does not go consecutively through any loop.

Let r = q0ω0qjω1 · · ·ωuqu be the basic path in Ti that generates ω = ω0ω1 · · ·ωu.

Then, since qu−1ωuqu is not a repeated sequence in r (see Definition 18), νk−1νk cannot

be a repeated sequence in s.

Now, if there exists a reachable node νk+1 from νk such that νk+1 /∈{ν0, ν1, · · · , νk},

or if for all reachable nodes νk+1 from νk, νk+1 ∈{ν0, ν1, · · · , νk} but s is a prefix of

another basic execution of h (see Definition 20), we can continue s and obtain a basic

execution s′ = ν0ν1 · · · νk′ of h. Then, for n = µ(ν0)µ(ν1) · · · µ(νk′), ω would be a prefix

of n|i.

Otherwise, s must be a basic execution of h and for ω = m|i, ω would be a prefix of

m|i. This completes the proof of the lemma. ⊥

Some executions of an hMSC can be derived from other execution by repeating some

sequences of nodes. Formally, we can define the executions that can be derived from a
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single execution as follows.

Definition 21 (Derived executions of hMSCs): For the hMSC h = (V,→, ν0, Vt, µ), an

execution t′ = ν0ν
′
1 · · · ν ′

k′ of h, νl→νl+1, 0 ≤ l < k′, is said to be derived from another

execution t = ν0ν1 · · · νk of h, νl→νl+1, 0 ≤ l < k, if t′ can be obtained from t by repeating

some sequences of nodes νuνu+1 · · · νv in t, 0 ≤ u, v ≤ k.

The following theorem shows that any execution of h can be derived from a prefix of a

basic execution.

Lemma 5 For Spec = (h, M), h = (V,→, ν0, Vt, µ), and for any execution t of h there

exists a basic execution t′ of h such that t can be derived from a prefix of t′.

Proof :

Consider an execution t = ν0ν1 · · · νk of h. There are 4 possibilities for t:

1) t does not go consecutively through any loop and either there exists a reachable node

νk+1 from νk such that νk+1 /∈ {ν0, ν1, · · · , νk}, or for all reachable nodes νk+1 from νk,

νk+1 ∈ {ν0, ν1, · · · , νk}, but t is not a basic execution of h because t is a prefix of another

basic execution. Then, we can add a node νk+1 to the end of t and extend t to obtain a

basic execution t′. In this case, t would be a prefix of the basic execution t′ and thus, it

can be derived from a prefix of t′.

2) t is a basic execution of h. Then, for t = t′, t can be derived from t′.

3) t does not go consecutively through any loop and for all reachable nodes νk+1 from νk,

νk+1 ∈ {ν0, ν1, · · · , νk}, and t is not a prefix of a basic execution of h. However, t still is

not a basic execution of h because νk−1νk is a repeated sequence in t. Then starting from

the end of t, we can delete all the nodes νz for which νz−1νz, 0 < z ≤ k, is a repeated

sequence in t to obtain an execution t′. Since by extending t′ no other basic execution is
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obtained for h, t′ would be a basic execution for h. In this case, t can be derived from

basic execution t′ by repeating some sequences of nodes in t′.

4) t goes through a loop consecutively. Then, by deleting extra loops in t we can obtain

an execution t′′ of h that includes all the nodes (and their sequencing) in t except that

for every loop that t goes consecutively through it, t′′ goes only once. Now, t′′ has one

of the conditions described in Cases 1), 2), and 3) for which we showed that t′′ can be

derived from a prefix of a basic execution t′ of h. As a result, t also can be derived from

a prefix of t′. This completes the proof for the lemma. ⊥

For h = (V,→, ν0, Vt, µ), Spec = (h, M), let B be a set whose members are all the

MSCs µ(ν0)µ(ν1) · · ·µ(νk) for which ν0ν1 · · · νk is a basic execution of h. Our purpose

would be to build a proper relation between safe realizability of Spec = (h, M) and safe

realizability of B. In so doing, first we identify those implied pMSCs of B that cannot

be implied pMSCs for Spec = (h, M).

Lemma 6 Let X be a set for which ∀m ∈ X, m is an implied MSC for B that is also a

prefix of a member of B, and ∃i ∈ P such that m|i is not an acceptable execution of Ti.

Then, ∀m ∈ X, m cannot be an implied pMSC for Spec = (h, M).

Proof :

An implied pMSC for Spec = (h, M) either results in a deadlock in the minimal

distributed implementation T =
∏

i∈P Ti or is an acceptable execution of T that is not

in L(Spec). We show that none of these cases are possible.

Because m is a prefix of a member n of B, we have m ∈ prefix(L(B)) where

prefix(L(B)) is the set of all the prefixes of the members of B. Then, since L(B) ⊆

prefix(L(Spec)), we must have m ∈ prefix(L(Spec)). As a result, m will not result in

deadlocks in T .
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On the other hand, since ∃i ∈ P such that m|i is not an acceptable execution of Ti,

m cannot be an acceptable execution of T =
∏

i∈P Ti and thus, m cannot be an implied

scenario for Spec = (h, M). This completes the proof. ⊥

Once X has been characterized as a set whose members are those implied pMSCs of B

that cannot be implied pMSCs for Spec = (h, M), the relation between implied pMSCs

and safe realizability of Spec = (h, M) with implied pMSCs and safe realizability of the

union of B and X can be established. However, the results would be different depending

on whether or not the hMSC h is bounded.

In a bounded hMSC h, the communication between processes in every loop in h is

performed in such a way that prevents from flooding a process by the messages sent by

another process [26]. One consequence of bounded hMSCs that would be relevant to the

results of this section is that after a loop of h is fully traversed, in order to start a new

round through the loop, all processes that are active in the loop (a process is active in a

loop if it sends or receives at lease one message in the loop) must send/receive all their

messages and thus, all the buffers between processes must be empty. This means that

the pattern of communication of the active processes in the loop is independent of how

many times the loop will be traversed.

One consequence of the boundedness property is that since it has been proved that

in asynchronous setting safe realizability for unbounded hMSCs is undecidable [24], any

algorithm that decides on safe realizability of MSC specifications must assume bounded

hMSCs.

Thus, in this section first we prove a general relation between implied pMSCs of the

union of B and X with implied pMSCs of Spec = (h, M) when no assumption is made

regarding whether h is bounded or not. Apparently, this result also holds for bounded

hMSCs. Then, we use this result for bounded hMSCs and give an algorithm that can
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decide on safe realizability of Spec = (h, M).

Theorem 1 For Spec = (h, M), h = (V,→, ν0, Vt, µ), let Ti be a local LTS obtained by

Algorithm 1. Then, if ∀i ∈ P , Ti is non-redundant, any implied pMSC of B ∪X will be

an implied pMSC for Spec.

Proof :

Let’s B′ = B ∪ X and assume an implied pMSC m for B′ that is not a prefix of

members of B′ i.e. ∀i ∈ P , ∃n ∈ B′ such that m|i is a prefix of n|i and m /∈ prefix(L(B′))

where prefix(L(B′)) is the set of all the prefixes of the members of B′. We show that

m /∈ prefix(L(Spec)).

To see this, let’s assume that m ∈ prefix(L(Spec)). Then, m must be a prefix of an

MSC o ∈ L(Spec), o /∈ prefix(L(B′)). Let t = ν0ν1 · · · νk be an execution of h for which

o = µ(ν0)µ(ν1) · · ·µ(νk). Then, since o /∈ prefix(L(B′)), by Lemma 5 (see the proof),

t can be derived from a prefix of a basic execution t′ = ν0ν1 · · · νk′ of h with one of the

following conditions:

1) t goes consecutively through a loop in t′

2) t does not go consecutively through any loop in t′, however t′ is a prefix of t i.e.

∀k < u ≤ k′, νu ∈ {ν0, ν1, · · · , νk−1, νk}

If m is a prefix of o but not a prefix of members of B′, then there must exist an

i ∈ P such that m|i is a prefix of o|i but not a prefix of n′|i where n′ ∈ B′ is the MSC

created by t′, that is, n′ = µ(ν0)µ(ν1) · · ·µ(νk′) ∈ L(B′). Also, m|i must be generated by

two different paths of Ti: a path r that does not go consecutively through any loop and

generates m|i as a prefix of n|i 6= n′|i for some n ∈ B′, and another path s that generates

m|i as a prefix of o|i, where one of the Cases 1) or 2) holds for t.

However, if Case 1) holds for t, then s and r must generate the same word m|i by

going through loops differently and thus, we must have Ws 6= Wr while m|i ∈ Ws ∩Wr.

But this contradicts the assumption that Ti is non-redundant.
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On the other hand, if Case 2) holds for t, then assuming that s′ is the path in Ti that

generates n′|i, since ∀k < u ≤ k′, νu ∈ {ν0, ν1, · · · , νk−1, νk}, s can be derived from s′. As

a result, m|i will be derived from s′. However, since n|i 6= n′|i, s′ (which generates n′|i)

and r (which generates n|i) are not the same path in Ti. Therefore, we have Ws′ 6= Wr

while m|i ∈ Ws′ ∩ Wr. But this contradicts the assumption that Ti is non-redundant.

Thus, we must have m /∈ prefix(L(Spec)), which means that m is an implied pMSC for

Spec.

Now, let’s assume that B′ is not safely realizable because of an implied scenario m

that is a prefix of a member of B′. Then, two cases are possible.

First, is where m /∈ L(B′), m ∈ prefix(L(B′)), and ∀i ∈ P , m|i is an acceptable

execution of Ti. Now, if m ∈ L(Spec), then for Spec = (h, M), m must be the result

of an acceptable execution s = ν0ν1 · · · νk of h for which m = µ(ν0)µ(ν1) · · ·µ(νk), and s

must terminate at a terminal node of h (because s is a finite acceptable execution of h).

Furthermore, s does not go consecutively through any loop, otherwise at least one m|i

will not be a basic execution of Ti. But, since s ends at a terminal node, according to

Definition 20, it must be a basic execution of h and therefore, its corresponding MSC m

must be a member of B′ (m ∈ L(B′)). This contradicts the assumption that m /∈ L(B′).

Thus, we must have that m /∈ L(Spec) and m would be an implied MSC for Spec.

Second, is where ∃i ∈ P such that m|i is not an acceptable execution of Ti. We

show that such an implied scenario will not happen for B′. To see this, assume that

there is such an implied scenario m for B′ i.e. ∀i ∈ P , ∃n ∈ B′ such that m|i = n|i,

m /∈ L(B′), m ∈ prefix(L(B′)) and ∃i ∈ P such that m|i is not an acceptable execution

of Ti. Then, since B′ = B ∪ X, neither m ∈ L(B) nor m ∈ L(X). However, since

L(X) ∈ prefix(L(B)) and also for any o in X and i ∈ P , there exists an MSC n in

B such that o|i = n|i, m would be an MSC that ∀i ∈ P , ∃n ∈ B such that m|i = n|i,

m /∈ L(B), m ∈ prefix(L(B)) and ∃i ∈ P such that m|i is not an acceptable execution
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of Ti. But then, according to Lemma 6, m must be a member of X (m ∈ L(X)). This

contradicts the previous result that says m is not a member of L(X). Thus, an implied

scenario such as m will not happen for B′.

What we have so far proved when B′ has implied pMSCs can be summarized as:

• Implied pMSCs of B′ that are not prefixes of its members are implied pMSCs for

Spec

• Implied MSCs of B′ that are prefixes of its members are implied MSCs of Spec

Thus, any implied pMSC for B′ would be an implied pMSC for Spec and the theorem is

proved. ⊥

Now, we restrict the hMSCs to the bounded ones and establish the equivalence be-

tween safe realizability of Spec = (h, M) and the union of B and X.

Theorem 2 For Spec = (h, M), h = (V,→, ν0, Vt, µ), let Ti be a local LTS obtained

by Algorithm 1. Then, if h is bounded and ∀i ∈ P , Ti is non-redundant, Spec is safely

realizable iff B ∪X is safely realizable.

Proof :

“Only if direction”

For the proof of the only if direction we must assume that Spec is safely realizable

and prove that B′ = B ∪X is also safely realizable.

Assume that Spec is safely realizable but B′ is not. Then, B′ should have an implied

pMSC m, which by Theorem 1 would be an implied pMSC for Spec. However, this con-

tradicts the assumption that Spec is safely realizable. Thus, B′ must be safely realizable

and the only if direction is proved.
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“If direction”

For the proof of the if direction we must assume that B′ is safely realizable and prove

that Spec will be safely realizable. Instead, we show that if Spec is not safely realizable

(Spec has implied pMSCs), B′ will not be safely realizable (B′ must have implied pMSCs).

Assume that Spec has an implied pMSC m. Let s be the path in T =
∏

i∈P Ti that

generates m. Moreover, let ∀i ∈ P , Si is a set that ∀si ∈ Si, si is a path in Ti that can

generate m|i. We consider two possibilities for m: a) ∀i ∈ P , ∃si ∈ Si such that si is a

prefix of a basic path of Ti; b) ∃i ∈ P for which any member si of Si is not a prefix of a

basic path of Ti.

a) First, we consider an implied pMSC m of Spec that is a prefix of a member of Spec

(m ∈ prefix(L(Spec))). In this case, m must be an implied MSC (implied scenario) for

Spec (m /∈ L(Spec)) for which s ends up at an accepting state of T =
∏

i∈P Ti. Then,

∀i ∈ P , ∃si ∈ Si such that si can generate m|i and ends up at an accepting state of Ti.

Thus, m|i would be a basic execution for Ti and therefore, by Lemma 4 (see the proof),

∀i ∈ P , ∃n ∈ B′ such that m|i = n|i.

Furthermore, m cannot be a member of B′ = B ∪ X because ∀o ∈ X, ∃i ∈ P such

that o|i cannot be generated by a path in Ti that ends up at an accepting state of Ti.

Thus, m /∈ X. Also, if m is a member of B, then there must exist a basic execution t of

h that ends at a terminal node and results in m. But then, since t is an execution of h

that terminates at a terminal node, it would be an acceptable execution of h and thus,

its corresponding MSC m must be a member of L(Spec), which is not possible as we

assumed that m /∈ L(Spec). Therefore, m /∈ B′ and ∀i ∈ P , ∃n ∈ B′ such that m|i = n|i.

This means that m is an implied MSC for B′.

Now, let’s assume that m is an implied pMSC for Spec for which m /∈ prefix(L(Spec)).

Since ∀i ∈ P , ∃si ∈ Si such that si is a prefix of a basic path of Ti, by Lemma 4, ∀i ∈ P ,
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∃n ∈ B′ such that m|i is a prefix of n|i. But, since m is such an implied pMSC for Spec

for which m /∈ prefix(L(Spec)) and because prefix(L(B′)) ⊆ prefix(L(Spec)), we must

have m /∈ prefix(L(B′)). This means that m is an implied pMSC for B′.

b) Now, assume that ∃i ∈ P such that for any member si of Si, si is not a prefix of a

basic path of Ti.

Then, either the implied pMSC m is a prefix of a word in L(Spec) or not. If m ∈

prefix(L(Spec)), then m must be an implied MSC (m ∈ L(T ) and m /∈ L(Spec)) that

ends at an accepting state of T . Let s′ be a path that its only (possible) difference with

s is that s′ does not go consecutively through any loop. Then, if s′ generates m′, we

must have m′ ∈ prefix(L(Spec)) and m′ /∈ L(Spec). This is because the projections

of m and m′ on local LTSs Ti are the same except for the number of traversing some

loops. Thus, m and m′ must be created by two executions t and t′ of h such that t

and t′ are the same except that t′ does not go consecutively through any loop while t

might go. Thus, if m′ ∈ L(Spec), we must also have m ∈ L(Spec), which contradicts the

assumption that m /∈ L(Spec). Now, since t′ (that creates m′) does not go consecutively

through any loop, and since m′ ends at an accepting state of T , ∀i ∈ P , m′|i would be a

basic execution of Ti that ends at an accepting state. Thus, by Lemma 4 (see the proof),

∀i ∈ P , ∃n ∈ B′ such that m′|i = n|i. On the other hand, we must have m′ /∈ L(B′) since

otherwise m′ would be a member of L(Spec), which is not possible as we just showed

that m′ /∈ L(Spec). This means that m′ is an MSC that ∀i ∈ P , ∃n ∈ B′ such that

m′|i = n|i and m′ /∈ L(B′), which means that m′ is an implied MSC for B′.

Now, consider an implied pMSC m that is not a prefix of members of Spec (m /∈

prefix(L(Spec))). If s = q0ω0q1ω1 · · · qlωl · · · is the path in T that generates m, there

must exist two states qk−1 and qk in s such that: i) s′ = q0ω0q1ω1qk−2 · · ·ωk−2qk−1

does not go consecutively through any loop and generates a word m′ (over the al-
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phabet Σ) that is a prefix of a basic execution of h i.e. m′ ∈ prefix(L(B′)); and ii)

s′′ = q0ω0q1ω1 · · · qk−1ωk−1qk generates an execution m′′ of T that is not a prefix of any

word of L(Spec) (m′′ is an implied pMSC for Spec). We show that m′′ must be also an

implied pMSC for B′.

First, note that if ∀i ∈ P , ∃s′′i ∈ S ′′
i such that s′′i is a prefix of a basic path of Ti,

then we have a situation like Case a) and thus, m′′ must be an implied pMSC for B′.

Therefore, let assume that for s′′ there exists a process j ∈ P for which any member s′′j

of S ′′
j is not a prefix of a basic path of Tj (which means that m′′|j is not a prefix of any

basic execution of Tj)

Let ωk−1 ∈ Σi for some i ∈ P . We show that with bounded hMSCs, ∃n ∈ B′ such

that m′′|i is a prefix of n|i.

Let’s assume that ∀n ∈ B′, m′′|i is not a prefix of n|i. Then, by Lemma 4, m′′|i is

not a prefix of any basic execution of Ti. Now, assuming that s′i = qi0ω
′
0qi1ω

′
1 · · ·ω′

u−1qiu

and s′′i = qi0ω
′
0qi1ω

′
1 · · ·ω′

u−1qiuωk−1qi(u+1) are the paths in Ti that generate respectively

m′|i and m′′|i, qiuωk−1qi(u+1) must be a sequence in s′i. This is because s′i does not go

consecutively through any loop and if qiuωk−1qi(u+1) is not a sequence in s′i, s′′i must be a

prefix of a basic path of Ti, which contradicts the assumption that m′′|i is not a prefix of

any basic execution of Ti. Thus, qiuωk−1qi(u+1) must be a sequence in s′i and by appending

ωk−1qi(u+1) to s′i, s′′i must be going through a loop ci that s′i has already gone through it.

Now, since s′i goes through the loop ci, s′ must also go through a loop c that its

projection on Ti is ci, otherwise Ti would be redundant. Also, since qiu is a state in

the loop ci and also is the local state of process i in the state qk−1 of the product LTS

T =
∏

i∈P Ti, qk−1 must also be a state in the loop c. Thus, since qiuωk−1 is a sequence

in the loop ci in s′i, qk−1ωk−1 is a sequence in the loop c in s′.

On the other hand, since h is bounded, there is a kind of synchronization between

processes such that ∀i ∈ P , s′i cannot finish the loop ci unless any other process j 6= i
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for which there exists a path s′j that has a loop cj that communicates messages with ci,

also has finished cj. In other words, when s′i goes through ci once, ∀j ∈ P , j 6= i, if a

path s′j has a loop cj that communicates messages with ci, s′j also goes through cj once.

Consequently, when s′i finishes the loop ci for the first time and reaches qiu, s′ must also

finish the loop c and reaches qk−1.

Now, consider qk−1 as the starting point of the loop c and assume that the state after

qk−1ωk−1 in s′ is q′k i.e. qk−1ωk−1q
′
k is a sequence in s′. Then, according to the definition

for the states of the product LTS T (see Section 5.4.2), q′k is comprised of the local states

of all processes j 6= i, which are the same as their local states in qk−1, the local state

of process i, which is qi(u+1), and the contents of the buffers between processes, which

are the same as the buffers in qk−1 except for process i and another process j that i

communicates with by ωk−1 for which their buffers are completely determined by ωk−1.

But, if we compare two sequences qk−1ωk−1qk and qk−1ωk−1q
′
k, all the local states and

buffers of processes as well as the transition ωk−1 are the same for q′k and qk. As a result,

we must have q′k = qk. This means that qk−1ωk−1qk is a sequence in s′. But, this means

that s′′ is going through the same loop c that s′ has already passed and as a result, m′′

must also be a prefix of L(Spec), which contradicts the fact that m′′ is an implied pMSC

for Spec.

Thus, m′′|i must be a prefix of n|i for some n ∈ B′. On the other hand, since also

∀j ∈ P , j 6= i, m′|j = m′′|j, we have that ∀i ∈ P , ∃n ∈ B′ such that m′′|i is a prefix

of n|i. Moreover, since m′′ /∈ prefix(L(Spec)) and prefix(L(B′)) ⊆ prefix(L(Spec)),

we must have m′′ /∈ prefix(L(B′)). This means that m′′ is an implied pMSC for B′ and

completes the proof for the if direction. Thus, the theorem is proved. ⊥

We should notice that since basic executions are the result of the choice node prop-

erties of hMSCs, Theorem 2 shows that implementation problems of MSC specifications
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are the result of an effect of choice nodes that is captured in the set of basic executions.

On the other hand, since Proposition 1 relates implied pMSCs of a set of MSCs like B∪X

to the indeterministic behaviour of processes, we can conclude that indeterministic be-

haviour of processes is the main problematic property that is developed by choice nodes,

which together with the set B ∪X can explain why between two MSC specifications one

is safely realizable while the other is not.

5.5 Algorithm

Using Theorem 2, in order to check safe realizability of Spec, safe realizability of B ∪X

can be checked. However, in practice we can check safe realizability for B while ignoring

implied scenarios of B that are members of X. These implied scenarios can be calculated

separately, for instance, using an algorithm that is given in [21].

Algorithm 2 shows how safe realizability for MSC specifications is reduced to safe

realizability for a set of MSCs.

Algorithm 2: Checking safe realizability for Spec = (h, M) (h is bounded and ∀i ∈ P ,

Ti is non-redundant).

1. Compute all basic executions of h

2. For each basic execution obtained in Step 1 construct an MSC that corresponds to

the concatenation of the MSCs of its nodes to obtain a set B of finite MSCs

3. Check whether there exists any implied pMSC for B while ignoring implied pMSCs

that are members of X. If there exist no implied pMSCs for B, output Spec is

safely realizable; otherwise, output Spec is not safely realizable
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Completeness and correctness of the algorithm is provided by Theorem 2. Note that, by

Proposition 1, in the last step the algorithm checks whether indeterministic behaviour of

processes in members of B results in such implied pMSCs for B that are not members

of X. To give the exact cause of implied pMSCs, the algorithm can be modified to show

the implied pMSC, the path in the hMSC that leads to that implied pMSC, and the

process and its related indeterministic behaviour that cause such an implied pMSC. This

information is useful when we want to correct the specification in such a way that the

detected implied pMSC will not happen any more.

In Chapter 7, an example for the application of Algorithm 2 will be illustrated.

5.5.1 Complexity of the Algorithm

In the following, we put a worst case upper bound of O(K524K2+5KK ′K ′′2) on the com-

plexity of Algorithm 2 where for Spec = (h, M), K is the number of nodes in h, K ′ is

the number of events in the set of MSCs M , and K ′′ = |P | is the number of processes.

This result is consistent with the result that safe realizability for bounded hMSCs is

EXPSPACE-complete [24, 26].

We start with calculating basic executions of h. If we number the nodes in h from

0 to K − 1 and by Rk
0j we denote a path in h between nodes 0 and j that does not

go through nodes greater than k, then we are interested in RK
0j when j varies from 1 to

K−1. However, constructing RK
0j when j varies from 1 to K−1 has the same complexity

as the complexity of converting an automaton to a regular expression. Thus, assuming

that an hMSC has K nodes, this step can be done in time O(K34K) [20]. Also, since

there exist no more than K(K + 1) edges in h, the total number of basic executions in

each RK
0j will not be more than the number of possible subsets of these K2 + K edges or

2K2+K − 1. Therefore, the total number of basic executions in h (for K nodes i.e. when

j varies from 1 to K − 1) will not be more than K2K2+K .
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Also, a basic execution in each RK
0j with the maximum length is the one that goes

through all the loops exactly once. For 2K − 1 possible loops, and K as the maximum

number of nodes in a loop, the length of a basic execution will not be more than K2K .

Now, because loops of basic executions are already detected in the process of construction

of each RK
0j, finding those executions that satisfy Criteria i), ii), and iii) of Definition 20

can be done in time O(K42K2+3K) (K2K2+K multiplied by (K2K)2) and comparing them

to find whether one is a prefix of another (for Criterion iv) of Definition 20) can be done

in time O(K322K2+3k) ((K2K2+K)2 multiplied by K2K). Therefore, Step 1 can be done

in time O(K34K + K42K2+3K + K322K2+3K) or O(K422K2+3K).

On the other hand, the corresponding MSC of a basic execution of h can be obtained in

the order of the length of a basic execution (K2K) multiplied by the number of processes

K ′′ and the number of events K ′. Therefore, for all basic executions (K2K2+K), Step 2

can be done in time O(K22K2+2KK ′K ′′).

Furthermore, for the set of MSCs B with |B| MSCs, K ′ events in all MSCs, and

K ′′ processes, based on Proposition 1, checking for implied pMSCs for B can be done

in time O(|B|3 K ′K ′′2). However, first in our case |B| is not more than K2K2+K . Sec-

ond, if the number of events in the set of MSCs M is K ′, because of the concatenation

operation that is performed in order to obtain the corresponding MSCs of basic execu-

tions of h, the total number of events in the set B will be multiplied by a factor that

will not be more than the number of nodes in a basic execution (K2K) multiplied by

the number of basic executions (K2K2+K). As a result, Step 3 can be done in time

O(K524K2+5KK ′K ′′2). Thus, the whole algorithm (Step 1, Step 2, and Step 3) takes no

more than O(K422K2+3K +K22K2+2KK ′K ′′+K524K2+5KK ′K ′′2) or O(K524K2+5KK ′K ′′2)

time.
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5.5.2 The Bottleneck of Complexity

The complexity of the algorithm seems disappointing for practical purposes considering

current computer hardware technology. However, this complexity should be considered

by taking account of the following three factors.

At first, we should notice that the source of this complexity is the factor of 2K2+K

that is obtained based on a worst case assumption where there is a pair of edges between

each pair of nodes in an hMSC. While such an hMSC graph can be imagined in theory,

it is unlikely to happen in practice for engineering systems. For instance, for the 4 nodes

hMSC of the example of the Boiler Control system given in Chapter 7, the number of

edges is 5 while in the worst case it could have 20 edges. Considering the fact that for a

given hMSC the number of edges will affect the computation time as powers of 2, there

would be a significant difference between the run time of the worst case and the run time

of a realistic case.

Secondly, we have only provided a basic algorithm that checks for safe realizability in

asynchronous message setting. Due to the scope of this thesis, we do not investigate the

issue related to how to improve the complexity of the computation and leave this as a

candidate direction for future work. For instance, optimization techniques in the graph

theory such as those that are used for finding shortest paths and cycles might be effective

in finding basic executions of hMSCs (as directed graphs) and reducing the complexity of

the algorithm (which can improve the speed). In [21] for instance, a graph theory cycle

detection technique is utilized to reduce the complexity of a polynomial time algorithm.

Furthermore, if finding deadlocks and implied scenarios can be properly expressed

as an optimization problem, then as an alternative approach, artificial intelligence (AI)

based techniques (such as genetic algorithms) might also be promising for checking safe

realizability. While such alternative approaches might run faster than our basic algo-

rithm, nevertheless, since they search through (randomly) selected parts in the possible
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search space of the problem, they will sacrifice their completeness in order to find the

solution faster. This means that those AI-based approaches cannot guarantee to find

all possible deadlocks and implied scenarios for a given specification. In contrast, our

basic algorithm aims at finding all possible deadlocks and implied scenarios for a given

specification. This is the scope of the thesis and we leave the optimization to the future

for extending this work. Therefore, we did not explore the complexity of our algorithm

in Chapter 7 for a practical example.

5.6 Summary

A number of researchers have studied implied scenarios and devised some algorithms for

detecting them. However, those works are either restricted by certain assumptions such

as synchronous message passing in the system [80], or their completeness/correctness

(an algorithm for a problem is correct if any output of the algorithm is a solution for

the problem. The algorithm is complete if any solution for the problem is an output

of the algorithm) has not been proved [27]. Also, they do not answer why given two

specifications, one is safely realizable while the other is not [86, 27]. Apart from its

importance from a theoretical point of view, this question will be more important from

a practical point of view when it comes to correct MSC specifications to prevent from

anomalies such as deadlocks.

The problem underlying the notion of realizability relates also to other works on

pathological choice nodes in high-level Message Sequence Charts (hMSCs), which re-

sulted in recognizing some choice node properties such as non-local choice ([11, 27]),

indeterministic choice, and race choice ([86]) as the potential problematic choice nodes.

However, while the absence of these properties ensures safe realizability for choice con-

structs, their presence does not imply anything about realizability of MSC specifications.
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Furthermore, because these properties are obtained by strengthening of the real cause of

implied scenarios and deadlocks [87], they fail to provide the exact point where deviations

from intended behaviours happens in the specifications.

While there is a noticeable body of research on realizability of MSCs and to a lesser

extend choice nodes properties, there is no criterion that is both practical and complete

for checking safe realizability of MSC specification. In this regard, our work contributes

to the completeness of the realizability criterion as looking for implementation problems

in the choice node properties do not result in a complete solution [11, 86, 87, 27].

Furthermore, we showed that individual choice node properties result in a more gen-

eral property for the behaviour of processes that is defined as indeterministic behaviour of

processes. The advantage of this property is that it is defined in terms of local behaviour

of processes and can be checked using a syntax checker for MSCs.

Finally, we should notice that because our approach gives both the process and the

location in its communication history for which indeterministic behaviour happens, it

provides useful information for correcting specifications. This advantage and its implica-

tion in software engineering practice will be illustrated in Chapter 7.
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Chapter 6

STRONG SAFE REALIZABILITY AND EMERGENT

SCENARIOS

In this chapter, we study the notion of safe realizability for MSC specifications in terms of

some closure conditions defined for the language of MSCs and extend it to a more general

realizability notion called strong safe realizability. Furthermore, instead of deadlock

states for MSC specifications, we introduce stuck states and use emergent scenarios to

name both implied scenarios and those anomalies of MSC specifications that are solely

captured by the notion of strong safe realizability.

6.1 Introduction

As it is said in Chapter 5, safe realizability is a measure that can tell whether there

exists a deadlock free distributed implementation for an MSC specification such that it

exactly covers the behaviours described by the specification. In this chapter, we scru-

tinize the basic assumptions behind safe realizability and show that by extending those

assumptions, we can derive a stronger notion of realizability for MSC specifications.

One of the fundamental assumptions for safe realizability is that for the accepted

executions of a system, the semantics of MSC specifications is interpreted as the lan-

guage accepted by an automata model. Moreover, deadlocks for MSC specifications are

interpreted the same as deadlocks in automata models [21]. According to this view, for

a multi-process distributed system, a given execution of the system will not result in

deadlocks as long as the corresponding path of such an execution in the automata model

of the system can end (possibly by extending the path) at an accepting state. However,
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such a view ignores whether the behaviour of individual processes in the system allows

for extending a given path to an accepting state.

For instance, consider a given execution of the system in which a process reaches at

an accepting state of its automata model and there is only one outgoing transition of

that accepting state labeled with an action of the process. Now, if all other processes

are waiting for this action to be fired and if the process does not initiate the action,

the execution cannot continue for the system even though in the automata model of the

system the execution can be extended to an accepting state. Thus, while assuming the

same semantics for MSC specifications and automata models addresses automata-based

deadlocks for a system, it will not cover all possible deadlocks for the system.

Therefore, one of the main goals of this chapter is to distinguish between the concept

of deadlocks in MSC specifications and deadlocks in automata models. In so doing,

instead of deadlock states, stuck states is defined for the system automata model in

order to provide a consistent semantics for deadlocks in MSC specifications and automata

models. Furthermore, safe realizability is reformalized based on the definition of stuck

states, which results in a new notion for realizability that captures those anomalies of

MSC specifications that cannot be addressed by safe realizability. The new notion of

realizability is called strong safe realizability since whenever an MSC specification is

strongly safe realizable, it will be also safely realizable. Also, to stick to the current

definition for implied scenarios, for an MSC specification we use emergent scenarios

to name implied scenarios that are captured by safe realizability as well as those new

behaviours for the specification that are solely captured through strong safe realizability.
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6.2 Background

In this section, a brief overview of representing MSCs as the words of a formal language

will be presented. Furthermore, safe realizability will be defined based on some closure

conditions defined over the language of MSC specifications when MSCs are treated as

the words in some language. The reader can refer to [21] or [26] for more details.

To account for the definition of MSCs (Definition 1 in Chapter 3), well-formed and

complete words are defined. A well-formed word captures the definition of a pMSC. It is

defined as a word over the alphabet Σ such that for every receive event its corresponding

send event exists in it. A complete word over the alphabet Σ is a word such that for

every send event, its corresponding receive event exists in it. Therefore, a complete and

well-formed word represents an MSC.

Using the concept of well-formed and complete words, implied pMSCs can be defined

using the following closure conditions.

For a language L, let prefix(L) denotes the set of all prefixes of the words in L.

Closure condition CC3: A language L over the alphabet Σ is said to satisfy closure

condition CC3 iff for all well-formed words ω: if for each process i there is a word

νi ∈ prefix(L) such that ω|i = νi|i, then ω is in prefix(L).

Those words that falsify the closure of the language of the set of MSCs M under the

closure condition CC3 are called implied pMSCs for the set M . A straightforward check

for CC3 has exponential complexity. So, an equivalent condition, which can be checked

by a polynomial time algorithm is defined [21]:

Closure condition CC3
′
: A language L over the alphabet Σ is said to satisfy closure

condition CC3
′

iff for all ω, ν ∈ prefix(L) and all processes i: if ω|i = ν|i, and ωx ∈

prefix(L) and νx is well-formed for some x ∈ Σi, then νx is also in prefix(L).

On the other hand, closure condition CC3 (as it is shown in [26]) cannot completely

116



address safe realizability. Thus, safe realizability is given as a combination of CC3 and

another closure condition CC2
′
:

Closure condition CC2
′
: A language L over the alphabet Σ satisfies closure condition

CC2
′
iff for all well-formed and complete words ω over Σ such that ω ∈ prefix(L): if for

all processes i there exists a word νi in L such that ω|i = νi|i, then ω is in L.

Then, it can be proved that a language L is safely realizable iff it satisfies both

CC3
′
(equivalent to CC3) and CC2

′
[26]. Also, a polynomial time algorithm is given in

[21] for checking both CC3
′
and CC2

′
.

6.3 Yet Another Non-Determinism

In this section, it will be shown that indeterministic behaviour of processes might intro-

duce such emergent behaviours for MSC specifications that cannot be addressed through

safe realizability.

Consider Fig. 6.1, which shows two MSCs for a system. Based on these two MSCs,

there would be an indeterministic behaviour for process C1 since after sending message

c, according to MSC2 it is able to send message e, while according to MSC1 it also can

stop sending message e (see Case iii) of Definition 11 in Chapter 5). Consequently, the

MSC of Fig. 6.2 is a valid scenario and can happen. According to this MSC, in the FSM

models of processes C1 and C3, they would reach their final states and stop while process

C2 is waiting to receive message e, which might never receive.

To see how Case iii) of Definition 11 in Chapter 5 is problematic, observe that based

on the MSCs of Figure 6.1 there is no mechanism (in terms of some synchronizing mes-

sages) to force process C1 to send message e in Figure 6.2 because according to MSC1

the behaviour of process C1 is already a valid behaviour in Figure 6.2. However, because

safe realizability is based on the automata definition for deadlocks, as long as there is an
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execution such as MSC2 in Figure 6.1 that reaches an accepting state of the concurrent

automata of C1, C2, and C3, the behaviour of process C1 in MSC1 is ignored. Neverthe-

less, we can see that based on MSC1 and MSC2, there exists no reason to believe that

C1 is always following the pattern of MSC2.

Note that, Figure 6.2 is a prefix of MSC2, and therefore, it fulfills the closure condition

CC3. On the other hand, since the projection of process C2 in Figure 6.2 neither is the

same as its projection in MSC1 nor is the same as its projection in MSC2, the MSC of

Figure 6.2 does not have the condition of the words specified in the closure condition

CC2
′
and thus, it cannot be addressed by CC2

′
.

Figure 6.1: According to these two scenarios, process C1 can indeterministically decide
to send or not to send message e.

Figure 6.2: An emergent scenario from two scenarios of Fig. 6.1.

6.3.1 Strong Safe Realizability

Figures 6.1 and 6.2 show that Case iii) of Definition 11 in Chapter 5 can result in such

behaviours for MSC specifications that are not addressed by the closure conditions CC3
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and CC2
′
. This situation can be treated as a stronger deadlock condition than the one

defined for automata models. It also resembles the notion of stucks in the context of

Communicating Sequential Processes (CSP) [88]. Informally, stuck freeness means that

a message sent by a sender will not get stuck without some receiver ever receiving it, and

a receiver waiting for a message will not get stuck without some sender ever sending it.

In order to account for the situation discussed for Figures 6.1 and 6.2, we define the

notion of stuck states in the context of MSC specifications and characterize it for the

product automata A =
∏

i∈P Ai.

Definition 22 (Stuck state): A reachable state q in A =
∏

i∈P Ai, is called a stuck state

either if q is a deadlock state or if for every process i ∈ P for which its local state qi in

the state q is an accepting state of Ai we remove all possible outgoing transitions i!j(c)

from q (for some j ∈ P and c ∈ C), none of the accepting states of A is reachable from

q.

Then, because of the notion of stuck states (that also covers the definition of deadlock

states), we reformalize safe realizability of a set of MSCs in terms of Definition 22. In

order to do that, we need another closure condition called CCss that addresses both the

objectives of CC2
′
together with the stronger deadlock requirements given by Definition

22.

Closure condition CCss: A language L over the alphabet Σ is closed under closure

condition CCss iff for any well-formed word ω ∈ prefix(L) for which ∃P1 ⊆ P such that

∀i ∈ P1, ω|i = νi|i for some νi ∈ L: ∃x ∈ L such that ω ∈ prefix(x) and ∀i ∈ P1, either

x|i = ω|i or x|i[‖ω|i‖] is a receive event.

Note that, CCss is a stronger closure condition than CC2
′
. This fact is represented

by the following lemma.
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Lemma 7 A language L over the alphabet Σ is closed under CC2
′
if it is closed under

CCss.

Proof:

Suppose that L satisfies CCss and consider a well-formed and complete word ω over

Σ with the condition described in the closure condition CC2
′
, that is ω ∈ prefix(L) and

for all processes i there exists a word νi in L such that ω|i = νi|i. We must show that

ω ∈ L. Since L satisfies CCss, there exists an x in L such that ω is a prefix of x and

∀i ∈ P , either x|i = ω|i or x|i[‖ω|i‖] is a receive event. This means that there is not any

send event in x in addition to the current send events in ω, and since x is a well-formed

and complete word, it cannot have any receive event in addition to ω. In other words,

the send and the receive events of x and ω are the same. Thus, x = ω or equivalently

ω ∈ L and the lemma is proved. ⊥

Now, we define the notion of strong safe realizability for a set of MSCs M and then

relates it to the closure conditions CC3 and CCss by Theorem 3.

Definition 23 A set of MSCs M is said to be Strongly Safe Realizable (SSR) iff there

exists a concurrent automata A =
∏

i∈P Ai such that A is stuck free and L(M) = L(A).

Theorem 3 A set of MSCs M is SSR iff it is closed under both CC3 and CCss.

Proof:

We use the results in [21], which proves that safe realizability for the language L(M)

corresponds to the closure of L(M) under both CC3 and CC2
′
.

“Only if direction”

For the proof of the only if direction we must assume that L(M) is SSR i.e. there

exists a stuck free product automata A =
∏

i∈P Ai such that L(M) = L(A), and show
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that L(M) is closed under CC3 and CCss. Because A is stuck free and stuck freeness

implies deadlock freeness, A is deadlock free and thus from the proof given in [21], L(M)

must satisfy CC3 (and CC2
′
). It only remains to show that L(M) satisfies CCss. To

show this, we must show that for a well-formed word ω ∈ prefix(L(M)) over Σ for

which ∃P1 ⊆ P such that ∀i ∈ P1, ω|i = νi|i for some νi ∈ L(M): ∃x ∈ L such that

ω ∈ prefix(x) and ∀i ∈ P1, either x|i = ω|i or x|i[‖ω|i‖] is a receive event.

Since ω is a prefix of L(M) and ∀i ∈ P1, ω|i = νi|i for some νi ∈ L(M), by executing

ω the product automata A will be in a state q in which ∀i ∈ P1, the local state of process

i is an accepting state of the local automata Ai. Now, since A =
∏

i∈P Ai is stuck free

in the sense of Definition 22, if we remove the outgoing transitions of q that are labeled

with the send events i!j(c), j ∈ P , c ∈ C, still we can reach an accepting state of A.

This means that there exists a word x ∈ L(A) = L(M) such that ω is a prefix of x and

∀i ∈ P1, either x|i = ω|i or x|i[‖ω|i‖] is a receive event. Therefore, L(M) must be closed

under CCss.

“If direction”

For the proof of the if direction we must show that if L(M) is closed under CC3

and CCss, then L(M) is SSR. From [21], if L(M) satisfies CC3 and CC2
′
, it is deadlock

free and also L(M) = L(A). Also, from Lemma 7, CCss implies CC2
′
. Consequently,

since L(M) satisfies CC3 and CCss, we can conclude that L(M) = L(A) and that A is

deadlock free. It only remains to show that A is also stuck free i.e. if for any process

i ∈ P that its local state qi in the state q is an accepting state of Ai, we remove all

outgoing transitions from q that are labeled with send events i!j(c) for some j ∈ P and

c ∈ C, still an accepting state of A is reachable from q.

Let ω be a word that brings A to the state q and ∃P1 ⊆ P such that ∀i ∈ P1, the

local states of process i in q is an accepting state of Ai. Then, ∀i ∈ P1, we have that

ω|i = νi|i for some νi ∈ L(M). Also, since L(M) satisfies CC3, ω ∈ prefix(L(M)).
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Thus, by CCss there is a word x ∈ L(M) = L(A) such that ω is a prefix of x and

∀i ∈ P1, either x|i = ω|i or x|i[‖ω|i‖] is a receive event. Since L(M) = L(A), x will be

an acceptable execution of A that is a continuation of ω, goes through q, and ∀i ∈ P1,

it does not include any outgoing transition for q that is labeled with send events i!j(c),

j ∈ P , c ∈ C. As a result, if we remove all outgoing transitions i!j(c) from q, still an

accepting states of A will be reachable by x. Thus, the product A =
∏

i∈P Ai will be

stuck free and this completes the proof. ⊥

Note that, since by Lemma 7, CCss implies CC2
′
, whenever an MSC specification is

strongly safe realizable, it would also be safely realizable.

In [21], those words that falsify the closure of language L under closure conditions

CC3 or CC2
′
are called implied pMSCs. Because we have changed the closure condition

CC2
′
to CCss, we call those words that falsify the closure of language L under closure

conditions CC3 or CCss, emergent pMSCs. In this way, emergent pMSCs for an MSC

specification include implied pMSCs together with those executions that result in stuck

states in all the product automata that are constructed from the specification. Formally,

we can define emergent pMSCs as follows:

Definition 24 Emergent pMSCs. A word ω over the alphabet Σ is an emergent pMSC

for a set of MSCs M either if ω is an implied pMSC for M or if ω ∈ prefix(L(M)),

∃P1 ⊆ P such that ∀i ∈ P1, ω|i = νi|i for some νi ∈ M , but ∀x ∈ M for which

ω ∈ prefix(x), ∃i ∈ P1 such that x|i[‖ω|i‖] is a send event.

6.4 Summary

In this chapter, we extended the notions of deadlock states and safe realizability, respec-

tively to stuck states and strong safe realizability. Also, we showed that the extended
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realizability notion (strong safe realizability) captures such anomalies for MSC specifica-

tions that are not covered by its previous counterpart (safe realizability).
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Chapter 7

APPLICATION EXAMPLE

In this chapter, the definitions and the algorithm presented in Chapter 5 are illustrated

using a boiler control system example consisting of four processes: Control, Sensor,

Database, and Actuator. The control unit operates the sensor and the actuator to control

the pressure of a steam boiler. The database is used as a repository to buffer the sensor

information while the control unit performs calculations and sends commands to the

actuator. The specification for the system can be viewed in Figure 7.1.

7.1 Detecting Emergent Scenarios

To illustrate Algorithm 2 in Chapter 5, consider the MSC specification of Figure 7.1 for

a Boiler Control system. This figure differs from the specification given in [27] in that

there is no self loop on the Register node in the hMSC in order to provide boundedness

property for it as safe realizability for unbounded hMSCs is undecidable [26].

Furthermore, it should be noted that in [27] and [80], the Boiler Control system is

analyzed for detecting implied MSCs not implied pMSCs. As a result, these works do

not check for safe realizability of the system. Rather, they check for a weaker notion of

realizability that only considers implied MSCs and ignores deadlocks caused by implied

pMSCs. Also, since when asynchronous message passing is assumed between processes,

checking for implied scenarios of MSC specifications is undecidable [24] (note that check-

ing for implied scenarios is different than checking for safe realizability), they assume that

synchronous message passing holds between processes. In contrast, in this chapter we

check for implied pMSCs (safe realizability) of the system and assume that asynchronous
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message passing holds between processes.

As it is shown in Figure 7.1, mapping between nodes and MSCs are: µ(ν0) =

Initialize, µ(ν1) = Register, µ(ν2) = Analysis, and µ(ν3) = Terminate. Local LTSs

for the processes of this system are also shown in Figure 7.2. As it is depicted in Figure

7.2, all LTSs are deterministic. Therefore, all the LTSs are non-redundant and thus, we

can check for safe realizability using Algorithm 2.

Basic executions of the hMSC of Figure 7.1 are s1 = ν0. ν1. ν3. ν0. ν1. ν2. ν1 and

s2 = ν0. ν1. ν2. ν1. ν3. ν0 (Step 1 of Algorithm 2). Note that, a path like s3 = ν0.

ν1. ν3. ν0 also goes through a loop only once and the only node reachable after the last

node (ν0) in this path is ν1, which is a node in s3. Thus, it has the first and the second

conditions of a basic execution for the hMSC of Figure 7.1 (see Definition 20 in Chapter

5). Also, ν3. ν0 is not a repeated sequence in s3. Thus, it satisfies the third condition for

a basic execution. However, since s3 is a prefix of s1, it cannot be a basic execution for

the hMSC of Figure 7.1.

The corresponding MSCs resulting from concatenating of the MSCs in the basic ex-

ecutions s1 and s2 are respectively: m1=Initialize. Register. Terminate. Initialize.

Register. Analysis. Register and m2=Initialize. Register. Analysis. Register. Termi-

nate. Initialize, which are shown in Figure 7.3 (Step 2 of Algorithm 2). Because s1 and

s2 are the only basic executions for the hMSC of Figure 7.1, B = {m1, m2}.

For the MSCs of Figure 7.3, indeterministic behaviour of Database in m1 because of

m2 (Case ii) of Definition 11 in Chapter 5) makes it possible to replace the second Pressure

message for this process in m1 with the message Query (note that this replacement is

valid according to m2) and get the implied scenario of Figure 7.4a). Similarly, in m2

Sensor has indeterministic behaviour because of m1, which makes it possible to replace

the second Pressure message for this process in m2 with the message Off and get the

implied scenario of Figure 7.4b) (Step 3 of Algorithm 2). Note that, the scenarios of
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Figure 7.1: MSC specification for a Boiler Control system.

Figure 7.4 are not intended by the specification of Figure 7.1. For instance, for Figure

7.4a) while Sensor, Actuator, and Control are acting according to a prefix of the path s1,

because of its indeterministic behaviour in m1, Database is acting according to a prefix

of the path s2. This lack of synchronization neither is intended by the hMSC of Figure

7.1 nor is a prefix of MSCs m1 and m2 (obtained from the basic executions of the hMSC

of Figure 7.1).

Note that, for B = {m1, m2}, the emergent pMSCs of Figure 7.4 are not prefixes of

m1 or m2. As a result, none of them can be a member of X (the set whose members

are emergent pMSCs that are prefixes of members of B) and ignored by Algorithm 2.
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Figure 7.2: LTS models of the processes in the Boiler Control system.

Thus, the set B′ = B ∪X has emergent pMSCs (shown in Figure 7.4) and the algorithm

outputs that the specification shown in Figure 7.1 is not safely realizable (also, the

emergent pMSCs like those in Figure 7.4 can be shown).

Figure 7.3: Two MSCs obtained from two basic executions of the hMSC of Figure 7.1.

7.2 Correcting MSC Specifications

To illustrate the practical implications of the results of Chapter 5, suppose that we want

to correct the specification of Figure 7.1 by some synchronizing messages such that the
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Figure 7.4: Two emergent pMSCs obtained from two MSCs of Figure 7.3.

emergent scenarios of Figure 7.4 cannot happen anymore. The question is where would

be the best place to insert a synchronizing message in the specification. We explain how

we can accomplish this goal using the result of Section 7.1. By referring to the MSCs of

Figure 7.3, we should prevent from indeterministic behaviour for the Database process

in m1 (and the Sensor process in m2), which means that some synchronizing messages

must be used such that by removing the receiving event of the second Pressure message

on Database (the sending event of the second Pressure message on Sensor), the Control

process cannot send the Query (Off ) message anymore (see Case ii) of Definition 11

in Chapter 5). One way to achieve this, is to let Database sends a Sync message to

Control after receiving the Pressure message. This new message must be a syntactical

cause (Definition 2 in Chapter 3) for the sending events of Query and Off messages

on the Control process. Considering three possible scenarios of Register, Analysis, and

Terminate that we can insert the new message, the best place to introduce the new Sync

message would be right after the Pressure message in the MSC Register to cover both

the sending event of Query in the MSC Analysis and the sending event of Off in the

MSC Terminate.

The new Register scenario is shown in Figure 7.5. The modified Register scenario

prevents from undesired behaviours of Figure 7.4, since there would be no chance for

indeterministic behaviour of the Database and the Sensor processes in the new MSCs m′
1

and m′
2 (Figure 7.6) resulting from basic executions of the hMSC of Figure 7.1.
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Figure 7.5: Modified Register scenario.

Figure 7.6: Corresponding MSCs of the basic executions s1 and s2 after modifying the
Register MSC.
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Chapter 8

SUMMARY AND OUTLOOK

There are many ways for modeling dynamic behaviour of systems. Two popular ap-

proaches are scenario-based and state-based modeling. A scenario-based model repre-

sents the inter-object behaviours by describing interactions between multiple objects or

processes. In contrast, a state-based model is often used to represent the entire behaviour

of a system, for instance by a set of communicating state machines in which each state

machine describes an intra-object view for the behaviour of an object.

Scenarios have the advantage to give a view of the system activity such that causal-

ities and concurrencies are explicitly represented. Nevertheless, composing scenarios is

not an easy task. In this regard, transforming a scenario specification into a set of com-

municating state machines is a way for composing scenarios and a first step toward the

design and implementation of the specification.

When synthesizing state machines from scenarios, one might expect that the syn-

thesized state machines correctly reflect the behaviours specified by scenarios. What

might happen instead is that the state-based model that is synthesized from the sce-

narios presents sets of behaviours that do not appear in scenarios. These unexpected

behaviours are called emergent behaviours and can arise due to two separate effects.

On one hand, due to a scenario-based specification and regardless of the technique used

in the synthesis process, the synthesized state machine might include unexpected be-

haviours that are not specified by the specification. These unexpected behaviours are

called emergent scenarios. On the other hand, due to the specific technique used for

the synthesis process, new behaviours might arise for the system components. This is a

phenomenon that is also studied as overgeneralization.
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This work has resulted in a number of contributions in inferring emergent behaviours

for scenario-based specifications that are summarized in Section 8.1.

8.1 Summary of Contributions

The main contributions of our work are as follows.

First, given a system that is represented by a scenario-based specification, for the

purpose of synthesizing behaviour models from scenarios, the domain knowledge is rep-

resented by a light domain theory. The domain theory is based on invariant properties

of software and systems, which makes it reusable amongst different domain experts.

Second, a behaviour modeling technique is devised that results in the same behaviour

models when it is applied by different domain experts.

Third, a realizability model is introduced that extends safe realizability and captures

more emergent behaviours and anomalies for scenario-based specifications.

Fourth, an algorithm is devised that can check for safe realizability in asynchronous

setting in the presence of hMSCs.

Fifth, a question regarding the criteria under which MSC specifications can be safely

(without deadlocks and implied scenarios) implemented is answered.

Sixth, emergent scenarios (including implied scenarios) and overgeneralization (emer-

gent behaviours of components), which in the past were studied as separate phenomena

are characterized as two different effects of indeterministic behaviour of processes.

8.2 Outlook

Several directions can be envisaged for extending this work.

First, our behaviour modeling technique can bridge between those works that start

system development with scenario-based specifications [22, 28, 29], and those that start
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with state machines requirements specifications [89]. State machine languages like RSML

[19] have advantage in providing effective static and dynamic analysis for requirements

specifications. They also have been successfully applied to mission critical and com-

plex systems [90]. However, starting system development by state machine requirement

specifications needs a good deal of effort and expertise from stakeholders.

On the other hand, scenario-based specifications are known for their ease of use

by stakeholders. However, they are only examples that give partial stories of system’s

behaviour. Therefore, state machine requirements specifications encompassing high-level

requirements for a system and scenario-based specifications that describe examples of how

those requirements would affect system dynamics provide complementary descriptions of

systems [91, 92].

In particular, since our behaviour modeling method abstracts the timing between

messages away, similar to [30], it can be utilized for inferring declarative requirements

specifications from scenarios. To infer these type-level requirements from instance-level

scenarios, proper generalization and timing abstraction is required that is not supported

by other behaviour modeling techniques.

Second, we can extend the work by enriching the final state machines with hierarchy

and concurrency in order to provide more readability in behaviour models [29].

Third, our behaviour modeling technique can be applied in the reverse engineering

of object-oriented software where event traces are generated as the result of running

the target software under a debugger. The event traces can be represented as scenario

diagrams and then used as the input of our behaviour modeling method in order to

generate state machines that represent software requirements as well as the behaviour of

objects.

Fourth, conducting large-scale case studies provide more evidence for evaluating the

practical consequences of the techniques presented in Chapters 3 and 4.
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And finally, as it is discussed in Chapter 5 (Section 5.5.2), we have only provided

a basic algorithm that checks for safe realizability in asynchronous message setting. A

candidate direction for extending this work is how to improve the complexity of the

computation through appropriate optimization techniques.
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Appendix A

MSC ANALYSIS TOOLS

In this appendix, first a brief overview of our Java implementation for the algorithm that

checks for safe realizability (discussed in Chapters 5) is presented. Then, a few other

tools for the analysis of MSCs will be discussed.

The basic building block of any MSC analysis tool is an MSC. In this regard, we chose

to represent MSC specifications in plain text. One such a text format for describing the

specification of Figure 7.1 is shown below.

msc Initialise:

Sensor: r-on-Control-0;

Database:;

Control: s-on-Sensor-0;

Actuator:;

endmsc

msc Analysis:

Sensor:;

Database:r-query-Control-0,s-data-Control-1;

Control:s-query-Database-0,r-data-Database-1,s-command-Actuator-0;

Actuator:r-command-Control;

endmsc

msc Terminate:

Sensor:r-off-Control-0;

Database:;

Control:s-off-Sensor-0;
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Actuator:;

endmsc

msc Register:

Sensor:s-pressure-Database-0;

Database:r-pressure-Sensor-0;

Control:;

Actuator:;

endmsc

hmsc:

Start -> Initialise;

Initialise -> Register;

Register -> Analysis;

Register -> Terminate;

Terminate -> Initialise;

Analysis -> Register;

endhmsc

A text specification such as the one above has a simple syntax for representing MSCs

and hMSCs. Within such a file, the definition of each MSC begins with the keyword

msc and ends with endmsc. Within each MSC, processes are defined line by line. A

message for a process is defined by its type (‘s’ for send and ‘r’ for receive), name of the

message, and the corresponding process where the message is sent or received followed

by the position on this process for the message, where the first position starts with ’0’.

Note that, for each process including the position of a message that the process sends or

receives is necessary in order to model the FIFO queues between processes.

Finally, at the end of file, the hMSC that defines how one MSC continues to other

MSCs is also described.
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The Java class Msc is used to hold individual MSCs.

public class Msc {

public Vector row=new Vector();

/** Creates a new instance of Msc */

public Msc() {

}

}

Then, assuming that the MSC specification has the name ”input.text”, the number

of MSCs is ’N’ and the number of processes is ’P’, individual MSCs can be red into an

array of Msc classes as follows:

FileInputStream inputFile=new FileInputStream(”input.txt”);

StreamTokenizer tokens=new StreamTokenizer(inputFile);

MSC=new Msc[N][P];

int n,p;

while (tokens.nextToken()!=tokens.TT EOF){

for (n=0;n < N ;n++){

for (n=0;n< N ;n++){

p=0;

do {MSC[n][p]=new Msc();

int testEndLineAndFile=tokens.nextToken();

while((testEndLineAndFile!=tokens.TT EOL)&&

(testEndLineAndFile!= tokens.TT EOF)){

MSC[n][p].row.addElement((String) tokens.sval);

testEndLineAndFile=tokens.nextToken();

}

p++;} while(p<P);
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}

}

inputFile.close();

}

Several other classes and methods are also defined for combining (sequential and

parallel), comparing, and building MSCs. For instance, several methods are defined

to see whether a process in an MSC has indeterministic behaviour or not. One such

a method is defined to find the first position in a given process where two MSCs are

different as follows:

calculateDifference(Msc[] MSC1, Msc[] MSC2, int process)

After searching for indeterministic behaviour of processes in basic executions, if any

emergent scenario has been found it would be output in text format similar to the input

specifications. For instance, after giving the input specification of Figure 7.1, we will

get the following output, which is the text representation of the two implied scenarios in

Figure 7.4.

msc 1:

Sensor:r-on-Control-0, s-pressure-Database-0, r-off-Control-1, r-on-Control-2;

Database:r-pressure-Sensor-1, r-query-Control-1;

Control:s-on-Sensor-0, s-off-Sensor-2, s-on-Sensor-3, s-query-Database-1;

Actuator:;

endmsc

msc 2:

Sensor:r-on-Control-0, s-pressure-Database-0, r-off-Control-4;

Database:r-pressure-Sensor-1, r-query-Control-1, s-data-Control-2;

Control:s-on-Sensor-0, s-query-Database-1, r-data-Database-2, s-command-Actuator-0,

s-off-Sensor-2;
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Actuator:r-command-Control-3;

endmsc

We close this brief description of the Java implementation and give an account of

some tools available for MSC analysis.

MSC + Tool

This is a Java program developed for both Windows and Unix platforms by Mesfin

Belachew at the Tata Institute of Fundamental Research in which, first an hMSC is cre-

ated in graphical form. Then the MSC parts of the hMSC are generated in graphical

form. A simulation of the MSCs is also possible. Furthermore, verification is available

such that the user gets implied MSCs.

INPUT: An MSC system specification.

OUTPUT: Implied MSCs.

LINK: http://www.tcs.tifr.res.in/ mesfin/MSCProject/

LTSA - MSC

The LTSA - MSC Analyser tool is developed in Java for Windows and Unix platforms and

is an extension of the Labeled Transition System Analyzer (LTSA) that supports syn-

thesis of behaviour models from scenario-based specifications and detection of implied

scenarios. The tool reads an MSC specification and generates a Finite State Process

(FSP) specification that is a minimal implementation model of the MSC specification.

INPUT: An MSC specification.

OUTPUT: A labeled transition system and implied MSCs.

LINK: http://www.doc.ic.ac.uk/ su2/Synthesis/

SanDriLa

This is a commercial tool developed by Sandrila Ltd as a plugin for Microsoft Visio. It is

only intended to provide the stencils for drawing MSCs and HMSCs in Microsoft Visio.
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LINK: http://www.sandrila.co.uk

MSC parser 2000

A Java tool that works with Windows and Unix and has been developed at the University

of Lbeck at the Institute for Telematik. It requires ANTLR (ANother Tool for Language

Recognition), which is a language tool that provides a framework for constructing recog-

nizers, interpreters, compilers, and translators from grammatical descriptions containing

actions in a variety of target languages.

INPUT: A textual representation of a MSC-2000 specification.

OUTPUT: A graphical overview in tree form is shown

LINK: http://www.itm.mu-luebeck.de

Cinderella SDL

This is a commercial tool that works only with Windows platform and has been devel-

oped by Cinderella ApS in Denmark. In fact, it is a general software development tool

that supports standardized notations such as SDL, MSC, and UML for system design,

specification, implementation, and simulation.

LINK: http://www.cinderella.dk

MESA

MESA (MSC Editor, Simulator and Analyzer) was originally developed at the University

of Waterloo, Canada, and is now maintained by the tele research group of the University

of Freiburg. This tool works only with Unix (Solaris). MESA will implement syntac-

tic checks for non-local choice, process-divergence, timing consistency, various semantics

analysis functions, and code synthesis.

INPUT: MSCs. Mesa contains a graphical MSC editor.

OUTPUT: Static analysis results (non-local choice, process-divergence, etc)

Link: http://tele.informatik.uni-freiburg.de/̃leue/msc.html

Smyle
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Smyle is an acronym for Synthesizing Models bY Learning from Examples and is de-

veloped by Carsten Kern, Benedikt Bollig, and Martin Leucker at the RWTH Aachen

university, Germany. Its major objective is to synthesize automata models of concurrent

systems from a set of MSCs comprising positive or negative system behaviours. Pos-

itive MSCs describe system behavior that is possible and negative MSCs characterize

unwanted or forbidden behaviour.

Smyle employs a dedicated learning technique to generate system models that conform

with the given positive and negative examples of the system behaviour.

INPUT: A set of positive and negative MSC examples for the system behaviour

OUTPUT: Concurrent automata models for the system

LINK: http://www.smyle-tool.org/
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