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Abstract. Selection of Commercial-off-The-Shelf (COTS) software products is
a knowledge-intensive process. In this paper, we show how knowledge bases
can be used to facilitate the COTS selection process. We propose a conceptual
model to support decision makers during the evaluation procedures. We then
describe how this model is implemented using agent technologies supported by
two knowledge bases (KB): the COTS KB and the methods KB. The model re-
lies on group-decision making and facilitated stakeholder negotiations during
the selection process. It employs hybrid techniques, such as Bayesian Belief
Networks and Game Theory, to address different challenges throughout the
process. In addition, the paper also describes how the COTS knowledge base
can be used at three levels of usage: global (over the internet), limited (between
limited number of organizations) and local (within a single organization).

1 Introduction

In order to improve the software processes and products, there is an increasing need
for accumulating, managing, disseminating, and reusing knowledge all the way
through the process of developing new software systems [11]. A good example for
knowledge aggregation and reuse during software development can be found during
the process of developing a COTS based system. Generally, COTS software compo-
nents are ready-made software products that are acquired and used as-is. During the
last decade, they have received a lot of industry attention due to their potential for
time and effort saving [8]. However, developers are faced with the problem of ensur-
ing that COTS products perform the functionality they claim to have at acceptable
levels of quality, which is best described as the problem of getting the 'right' knowl-
edge at the 'right' time. Several people in industry have stated clearly that if COTS
products were selected improperly, the whole project would be more costly and time
consuming. Therefore, selecting the ‘right” COTS product requires a robust decision
support model that considers different stakeholder opinions and other constraints, and
that is supported by a well established knowledge-base that includes stakeholders' ex-
periences as well as up-to-date relevant knowledge.

Generally, it is possible that different stakeholders’ preferences might be inconsis-
tent and changing over time. Under such situations, there is a need for a COTS
evaluation model that is flexible during aggregation of stakeholders’ opinions, and
that allows evaluating different scenarios easily. The model should handle trade-offs



between different perspectives so as to obtain a single product that satisfies all stake-
holders. This is in fact achieved through negotiations, traditionally carried out using
the consensus approach [13]. Within this approach, stakeholders have to reach
agreement on the evaluation criteria and their relative importance. Then, the devel-
oper team has to evaluate the functionality of different COTS candidates against the
given criteria. Finally, the results for the evaluation process are aggregated in order to
select the most convenient COTS. However, this approach has a lot of drawbacks.
Firstly, it does not offer any means for trying out different scenarios to deal with con-
flicting stakeholders’ preferences. Secondly, it does not deal with the situation where
one (or more) stakeholder changes his/her preferences after the negotiation process
without the involvement of other stakeholders. Thirdly, the uncertainty and interde-
pendencies inherent in the evaluation process are usually not addressed. Fourthly, re-
using information from previous evaluation processes is usually not considered.

In this paper, we propose a conceptual model for COTS evaluation that circum-
vents the above mentioned shortfalls of traditional models. We then describe how this
model can be implemented by a system that uses agent technologies supported by two
kinds of knowledge bases (KB) which are of key importance: the COTS Knowledge
Base (CKB) and the Methods Knowledge base (MKB). The evaluation system simu-
lates the evaluation process, allowing users to try out different scenarios and deter-
mine their impact on the evaluation outcome. The system also addresses changing re-
quirements and stakeholders’ preferences. In addition, our proposed system deals with
the inherent uncertainty and requirements of interdependencies by using a bayesian
belief network (BBN) to estimate the quality of each COTS candidate from different
stakeholders' perspectives.

One of the challenges that we faced, while developing our approach, is to link our
ideas and suggested procedures to the real-world. To deal with this point, we heavily
studied the lessons learned from COTS-based software development repository pro-
vided by CeBASE (Center of Empirical Software Engineering)[2] and tried to address
the stated issues. Mainly, CeBASE repository is a very rich source of real-world ex-
periences and practical knowledge collected from different COTS-based projects over
private industry and government. For example, it may contain hypothesis, good/bad
practices, success stories or things to be avoided. The lessons-learned are submitted
by different users and validated by on of the CeBASE experts.

Mainly, this paper is organized as follows: section 2 presents how the proposed
system helps as a decision support system to address challenges inherent in the COTS
selection process. Section 3 describes a conceptual model to be used during the
evaluation process. In section 4, we show how this model can be implemented using
an agent-based system supported by the mentioned types of knowledge bases, CKB
and MKB. Moreover, we show the possible benefits gained from using this system.
Finally, section 5 includes the conclusion and the suggestions for future work.

2 A Decision Support System for COTS Selection

A good Decision Support System (DSS) should be combined with firm knowledge
modeling and management [12]. Moreover, it should be able to overcome many chal-



lenges inherent in the decision making process. In his paper [10], Ruhe has described
these challenges for the process of COTS evaluation and selection. An ideal DSS
should be able to address all these challenges perfectly. In our proposed system, we
tried to cover as many as possible of those difficulties. Typical challenges are shown

in Table 1 along with the techniques used in the proposed system to address them.
Table 1. The challenges of COTS selection process and how they are addressed.

Problem Characteristics

Related to

Description

Proposed Procedure

Stakeholders

Typically, there are different
stakeholders with different (and
sometimes conflicting) views
about the system to be developed.

-We employ the game theory along with agents assigned
to stakeholders to facilitate a semi-automatic negotiation
between them

-We suggest using a knowledge base to provide necessary
relevant information to different stakeholders which
harmonizes their decisions

Dynamic Changes

System requirements are
changing all the time due to
stakeholders’ continuous
progressive understanding.

Using agents allows applying requirements changes faster
to the selection process. It also can show any inconsistency
that results from such changes and propagate them quickly
to other stakeholders.

Every 8-9 months, a new version
for the COTS products is
released with new (or modified)
features.

Although it is difficult to keep track of all the changes in a
real-time way, we suggest using a knowledge base that is
updated continuously with the latest information regarding
relevant COTS products to current domain.

Uncertainty

There is a large uncertainty about
requirements, vendors, and the
impact of COTS products on the
system due to their “black box”
nature

We tried to handle this issue as much as possible by using
techniques that deals with uncertain and incomplete data,
for example, we suggest using a bayesian belief network
to estimate the quality of each COTS product.
Nevertheless, we are still working on solving this problem
more conveniently.

Constraints

There are several constraints that
should be considered when
choosing the best COTS product

In our approach, the negotiation process is controlled by
some constraints such as the maximum cost or the
underlying technology of the products. Nevertheless, some
other constraints are more qualitative and uncertain such
as the products’ reliability and performance. We intend to
cover this part in a future research.

Problem
complexity

This problem is of high
complexity due to the existence
of many different COTS
alternatives to select from.

Although the knowledge base should contain enough
information about available COTS products relevant to a
certain domain, we cannot claim that maintaining such
knowledge base is easy. Sometimes, it takes more effort to
maintain it than searching for end evaluating available
COTS products in the market.

Objectives

When considering the selection
problem, several incomparable
objectives have to be considered.
For example, the cost-benefit
ratio, the  reputation and
trustworthy of the vendors, and
the covered functionality.

In our proposed system, we have addressed only the
covered functionality and the quality of the selected COTS
product. However, we intend to extend our approach to
cover all other objectives in a future research.

3 Conceptual Model for COTS Evaluation

We believe that COTS evaluation process is based upon the fact that relative impor-
tance of evaluation criteria depends upon the perspective of each individual stake-
holder. For example, the System Design Team might be interested in the system needs
and architectural issues, whereas the customers are more interested in the domain is-



sues related to their organizations and relative constraints, such as budget limits. We
illustrate these differences in perspective in the proposed conceptual model shown in
Figure 1. In the model, COTS alternatives are presented, along with relevant informa-
tion, through a KB, which will be split later on into the COTS knowledge base (CKB)
and the methods knowledge base (MKB). The KB gets its knowledge from different
sources such as domain experts and vendors documents, as well as from previous
evaluation processes. The "update” feedback loop aims at storing the results of previ-
ous evaluation processes to enable continuous learning, and hence, reduce the time
and effort needed for future evaluation processes. Ideally, all the knowledge regarding
COTS products functionality, quality, cost and other issues should be stored. How-
ever, this is very difficult to implement, at least in the current time. The COTS prod-
ucts are evaluated according to the needs and preferences of individual stakeholders,
who are provided with feedback from the KB about the actually available COTS fea-
tures. The evaluation process is carried out within the aggregation component, pro-
vided by the KB, by assessing COTS product features according to stakeholders’
preferences. Different stakeholder preferences may lead to two situations. Firstly, all
stakeholder preferences point to the same COTS product, and thus we don’t have any
problem selecting the product. The second situation is the one in which the stake-
holders’ preferences point at different COTS products, and thus a negotiation process
is carried out, within the negotiation component under certain constraints. The goal of
this negotiation process is to deliver the best ranking for the selected products,
addressing as many as possible of the combined needs of all stakeholders.
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Figure 1. COTS evaluation conceptual model

4 Agent-Based System for COTS Evaluation

4.1 Why We Use Agents

COTS evaluation process has a number of characteristics that make it appropriate to
use agent technology for the evaluation decision support system. These are:



e COTS evaluation is not a cleanly separable action, but is more permeative: it exists
in multiple forms and at subtly different levels. For example, stakeholders make
decisions on the following issues before the final evaluation process:

1. Evaluation criteria that meet the needs of their respective organizations.

2. Relative importance of the evaluation criteria.

3. Support developing system in house or using COTS.

This amounts to a distributed decision making problem since each stakeholder has
decisions to make before being able to participate in the evaluation process.

e COTS evaluation is carried out when system requirements are still subject to
change. This means the evaluation goes on as stakeholders develop deeper under-
standing of the system under development. In addition, stakeholders assimilate in-
formation about COTS alternatives as the evaluation process progresses. This leads
to two major issues:

1. Difference in the rate at which stakeholders acquire relevant information,
2.Changing stakeholder preferences.

e COTS evaluation benefits tremendously from previously conducted evaluation
processes. However, stakeholders can only gain from historical data that were gen-
erated by roles similar to their own role(s) in the current evaluation.

The above characteristics require that an appropriate COTS evaluation DSS has,
among others, the following capabilities:

1. Distributed problem solving capabilities so as to offer decision support to stake-
holders as they develop their views and preferences.

2. Handling iterative decision making both at individual and group level.

3. Evaluation of products without views of some stakeholders and inclusion of those
views (views of previously absent stakeholders) when they are available (flexibility
and modularity).

4. Distributed learning in order to offer efficient and customized decision support to
different stakeholders (customization of the DSS to stakeholders).

Agent technology makes it easy to develop and use a DSS that offers the above capa-

bilities [4]

4.2 An Overview of the Proposed System

We suggest using an agent based system to realize our COTS evaluation conceptual

model. Figure 2 is a high level layout of the system with the following components:

1. Methods Knowledge Base (MKB) that provides stakeholders' agents, through the
administrator agent, with the knowledge required to use properly different methods
and techniques during the evaluation and negotiation processes.

2. COTS Knowledge Base (CKB) that stores information quantitatively about differ-
ent COTS candidates. This will be discussed in more detail later on in this paper

3. Several agents that represent stakeholders involved in the evaluation process. All
stakeholders are assigned agents to ensure getting the best results from the COTS
evaluation process. Two roles are assigned to these agents: first, to collect corre-
sponding stakeholder preferences to be used in the evaluation process; and second,
to evaluate alternative products according to the collected views of the individual
stakeholders and the data obtained from the CKB.
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Figure 2. High level structure of our evaluation system

4. An administrator agent, maintained by the project administrator, to manage and
coordinate the different tasks throughout the evaluation process (e.g. the negotia-
tion phase).

5. COTS expert agent which has mainly two roles: first, to provide COST experts a
fast and easy means to access and manage the CKB. ?should the following sen-
tence go first. We mean by the COTS expert the person who is responsible of man-
aging and maintaining the CKB to keep it up to date with the latest information
about COTS products. The second role of the COTS expert agent is to pass on the
needed information about COTS products to the stakeholders’ agents to perform a
sound evaluation process.

l stakeholders

4.3 The Benefits of the Proposed System

We believe that by using the proposed system, several benefits will be achieved:

o This system can be used for automatic documentation for different tasks during the
evaluation process. Each agent should document its set of goals, plans, tasks, and
results. This eases understanding and learning from previous evaluation processes

e When conflict occurs between stakeholders in ranking COTS alternatives, it easy
to determine the source and impact of these conflicts before resolving them. This
saves time and resources, because negotiation is carried out only if deemed neces-
sary.

e Agent technology allows for easy semi-automation of the negotiation process.
Therefore, negotiation results are obtained faster and are mainly dependant upon
product characteristics and stakeholder preferences. This contrasts with the con-
sensual approach where the negotiation results may depend upon the negotiation
skills of stakeholders. This does not mean that the proposed system is intended to
remove all negotiations between stakeholders, but rather to give them extra facili-
ties to make faster robust decisions.

e With negotiation automated, it is possible to simulate the COTS selection process,
try out different scenarios and weigh their impact on the outcome of the COTS
evaluation process.



o The agent-based negotiation process does not require stakeholders to agree upon
evaluation criteria or their relative importance. Therefore, it is possible for the de-
cision support tool to accommodate issues related to changing requirements and
changing stakeholder needs and preferences.

e Implementing this system as a web-based system allows inheriting many advan-
tages associated with web technologies. For example, stakeholders do not have to
be in the same physical place to carry out a sound COTS selection process.

e Having a knowledge base (i.e., CKB) to store and retrieve information during dif-
ferent evaluation processes involves a lot of advantages. For example, it reduces
overall required evaluation time and effort. We will discuss that in more detail in
the following section.

4.4 Knowledge Bases

Different type of knowledge, models, experiences or lessons learned should be in-
cluded in LSO knowledge base [11]. In the context of this paper, we split our knowl-
edge base into two, upon which the agents depend to evaluate COTS products. These
are the COTS Knowledge Base (CKB) and the Methods Knowledge Base (MKB). In
the next two subsections, we will discuss in detail these two knowledge bases.

44.1 COTS Knowledge Base (CKB)

In [1], Boehm and Basili stated a hypothesis that almost 99% of all executing com-
puter instructions come from COTS products. Morisio et al [8] suggest that for COTS
projects there should be a consulting team whose responsibility is to gather and store
information about COTS products. This information can be related to the latest COTS
updates, or to the previous selection processes. As a whole, this means that having a
repository for COTS products with enough information about them is becoming a ne-
cessity. In our proposed approach, we suggest having a CKB as a repository of avail-
able COTS products and their characteristics. We believe that having these character-
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Figure 3. The COTS Knowledge Base (CKB)



istics stored in a quantified form would facilitate and speed up investigating different
scenarios, including different aspects and views, for the final selection. However,
maintaining and updating such a knowledge base is challenging. Usually, COTS
products undergo new releases once or twice a year [1] either by adding new features
or modifying existing ones. Hence, we should be very careful about what type of in-
formation is to be stored in the CKB. Typically, we should focus on longer lasting
features (i.e., those ones which are least probably to change in every release). Never-
theless, all the relevant product features should be up-to-date during the actual devel-
opment process. Although not the focus of this paper, we intend to address this issue
in a future research.

In our proposed system, we use a quantitative information repository of COTS
components to help software system developers to more easily and quickly search for
and evaluate different COTS alternatives (Figure 3). In general, our approach has
multiple layers for sorting and storing information about the products in a very organ-
ized way, for example, the quality features’ layer and the functional requirements’
layer. In this paper, we only focus upon the quality features of COTS products. How-
ever, the same idea can be adapted to store COTS functionality and other features.

The idea of such repository is very simple. In Figure 3, information about each
COTS product in the system database is stored in Component B according to a spe-
cific pattern provided by Component A. The stored information is evaluated for cor-
rectness by an expert(s); then quantified according to some metric defined by Com-
ponent A; and finally stored in Component C.

Component A: This component represents the pattern with which the information
about a COTS product should be stored. It includes different layers for different cate-
gories of COTS features. As mentioned, we will focus upon product quality features
as an example of how this component is built. The quality model (QM) included in
this component is divided into 3 levels: the very high abstract level (L1), the detailed
level (L2), and the attribute level (L3) [7]. L1 and L2 represent the high level descrip-
tion of the quality features and are domain independent. They are built according to
some global quality standards (e.g., ISO/IEC 9126 [3] and McCall [6] quality mod-
els). On the other hand, L3 is the level where certain metrics are provided to measure
the attributes affecting the quality features at L2. L3 is domain and application de-
pendent. It represents how L2 characteristics are actually implemented within COTS
products. Building L3 should include careful market studies by experts to find out
what is available. In addition, Component B continuously updates Component A with
the actual attributes available in the market. For example, quality characteristics at L.1
and L2 may be "Reliability" and "Recoverability", while an attribute at L3 may be
"how a COTS handles errors in a given system".

Component B: this component represents a COTS products’ information reposi-
tory. The information is stored according to certain templates provided by Component
A. The CKB is an open system, meaning that it allows different stakeholders (e.g.,
end-users, customers, vendors, and market experts) to participate and to give their
feedback about COTS components. The system has three main interfaces for getting
information from different stakeholders:

— An interface for the vendors to submit a detailed description of their products
— An interface available to the public to submit (e.g., through the internet) any ex-
perience they have about the product.
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Figure 4: Diffierent levels for using the CKB

— An interface for the software organizations which use the system to have their
knowledge, experiences, and test results stored in the system.

The information stored in component B is subjective and is not certified yet. It is
stored based upon the subjective view of the people who submitted it.

Component C: this component represents a repository for certified and quantified
COTS product features. They are stored according to the patterns and metrics pro-
vided by component A. Component C provides quantified information about each
COTS product, including its weaknesses and strengths. This allows quick and easy
comparisons to be made between different products, especially given that all the data
is stored according to the same pattern.

The proposed CKB can be plugged into any COTS evaluation and searching proc-
ess, such as the system presented in [7] or the system presented in this paper. In fact,
it can be used at one of three levels (Figure 4):

1. Local level: It can be maintained and managed locally by a certain software or-
ganization, which stores the history of its COTS selection processes. This will
make future COTS acquirement for a specific domain much easier, faster and
cheaper.

2. Limited level: It can be used as a centralized database between different organiza-
tions having an agreement to submit their evaluation results to the CKB.

3. Global level: It can be maintained and managed by an independent organization
which provides services through a website. This organization should be responsi-
ble for testing and ensuring the accuracy of any information regarding product
functionality and quality. We assume that financial support for such project is
available, for instance from advertisements, from charging vendors who wants to
get their product into this KB, or from charging users who search the KB. Of
course, the starting budget for such a project will be relatively high, but we believe
that with time, this project would be very profitable.

Regardless of level, there should be a search engine capable of searching the data-
base of products and their features according to different criteria and/or keywords.
The results should be provided, along with the quality of the product, according to the
stored quality model. Moreover, in order to find the best COTS product, the search
engine should be provided along with a “compare utility” that performs comparisons
between the resultant products from different perspective (e.g., quality, cost, and
functionally).



Generally, this knowledge base has the following capabilities:

Assess the correctness of vendors’ claims.

Provide a quantified evaluation for product functionality and quality.

Provide information between different COTS products in a comparable way.
Provide a progressive searching capability for products, meaning that during the
searching process, the user can provide further criteria to narrow down the number
of results. The search criteria may include:

4.4.2 Methods Knowledge Base (MKB)
This knowledge base, illustrated in Figure 5, has two components. The first compo-
nent stores the algorithms needed to carry out the evaluation process. For example, in
this paper, we rely on bayesian belief networks (BBN) [5] to carry out the evaluation
process for individual COTS quality features. The second component is used to facili-
tate the negotiation process between different stakeholder agents. The negotiation
component has three layers; the first layer being the negotiation protocols layer. It in-
cludes several rules and methods for the formation of payoff matrices and coalition
[9] between agents. These rules and methods produce input data for the second layer,
the negotiation algorithm layer. The second layer includes methods used during the
negotiation phase. In the context of this paper, we suggest using the Game Theory [9]
to carry out the negotiations. The third layer represents the learning part, using infor-
mation related to the selection process quality as feedback to improve agents’ future
capabilities.
e The “COTS Evaluation Algorithm” component. This component of the MKB
contains information about methods used to evaluate different COTS products.
Since we have focused upon quality features in the CKB, we will now focus upon
selecting a method suitable for evaluating the quality features in the MKB. For
evaluating the quality of different COTS alternatives, we need a method that:
— Can be used to model and reason about uncertain and incomplete data.
— Can capture linguistic information about different quality features (e.g. “the prod-
uct’s ease-of-use” is high).
— Can be used to model inter-relationships between problem variables.

We suggest using BBNs to handle this situation. BBNs are used to model or map

real-world situations, which involve uncertain interacting events. They are based upon
the Bayesian probability theory. A BBN consists of a direct acyclic graph containing
“nodes”, which represent different problem variables (events), and are connected by
“causal links” to show their dependency relationships. When a node has an effect on
another node, the first one is called the “parent node” and the latter one is called the
“child node”. Each parent node (event) has a conditional probability table (CPT) to
show its probability of occurrence according to its child nodes. The CPT is deter-
mined by domain experts and historical data.
e The “Negotiation Algorithm” component. We suggest using Game theory tech-
niques to handle the negotiations. Products evaluation scores are modeled, according
to individual stakeholders' preferences, as payoffs of players (stakeholders), because
these scores represent benefits stakeholders get when a particular product is selected.
Since agents are in full knowledge of each others utility, we model the negotiation
problem as an n-person general-sum cooperative game with complete information.
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If it is determined that the preferences of all stakeholders point at the same COTS
product, then there is no need for negotiations between the agents. Ranking of other
alternatives is determined by the deviation between their scores and those of the ‘best’
product. In such a situation, the game is said to have a core. The core is defined as set
of un-dominated, feasible solution configuration. That is, each element of the core
represents a solution configuration acceptable to all players. Otherwise, a game theory
solution process is carried out to determine stakeholder Pareto optimal payoffs [9].
The beauty of using game theory negotiation algorithm is the fact that such algorithms
are independent of the utility function of stakeholders. Therefore, any multi attribute
decision making method can be used for products evaluation algorithm.

5 Conclusions and Future work

This paper reviews a new conceptual model for COTS evaluation. It presents a part of
an ongoing research aiming at developing a sound method for COTS selection. We
believe that using our approach will give great support to decision makers during
COTS selection process. The main focus was on the KB that supports the evaluation
process. However, the KB at the global level would be of limited value unless it is
possible to establish a community of interested users around it. We also explained
how to carry out the other procedures to perform the selection process. The proposed
approach has some advantages over similar approaches since: firstly, it uses two
knowledge bases, CKB and MKB, to help continuous accumulating, managing and
reusing of relevant knowledge. Secondly, it employs agent technology to facilitate
negotiations between different stakeholders and providing them with quick alternative
scenarios to select from. In addition, we suggest using a hybrid of techniques to ad-
dress uncertainty and stakeholders varying preferences.

As for the future work, we intend to cover the following points:

o In the proposed approach, we have addressed only the evaluation of the functional
and non-functional requirements of COTS candidates. We intend to extend the cur-
rent approach to cover other relevant issues such as the effect of the amount of ef-
fort required for the tailoring and the glue-coding on the final evaluation results.

e We plan to work on integrating suitable models to test COTS candidates at both the
product and the system levels.



e This paper is targeted at evaluating a single COTS product. However, in some
situations, more than one product is required to cover needed functionality. We in-
tend to broaden our system to address issues of selecting multiple COTS products
at the same time.

e We are working on developing guidelines to allow easy management and mainte-
nance for the CKB. Moreover, we intend to define the enabling techniques (e.g.
measurements, experiments, etc) [11] for such knowledge base in details
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